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Abstract. This brief paper outlines the background to a workshop session at
the 14th World Conference on Information Security Education (WISE 14),
drawing upon early findings from the Collaborative Cybersecurity Awareness
Learning (COLTRANE) project funded under the European Union
ERASMUS + programme. It presents the background to the COLTRANE
project and an outline of the workshop focus. The latter is based upon an
investigation of current cyber security education delivery that has been con-
ducted amongst existing educators and learners via prior survey-based data
collection and follow-up workshop discussions within individual COLTRANE
partner countries.

Keywords: Collaborative learning � Educators � Learners

1 Introduction

Cyber security is now an increasing area of focus within university-level educational
provision, with related coverage within both undergraduate and postgraduate pro-
gramme and encompassing programmes specifically addressing the topic and those that
integrate it as a tangible thematic strand. However, while there is clearly a level of
broad demand, few other fields require such a holistic and multidisciplinary view as
cyber security. As such, it poses a challenge for institutions and educators to make
effective provision, and for learners to feel they are receiving an appropriate
experience.
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2 The COLTRANE Project

COLTRANE aims to enhance cybersecurity education by introducing innovative
concepts in the context of collaborative awareness education [1]. Traditional forms of
education mainly focus on knowledge transmission, but in highly dynamic areas such
as cybersecurity this does not lead to sufficient learning outcomes. We therefore need
more innovative forms of education that aim at the development of joint action: being
able to act in a variety of situations and knowing how to do this together.

The COLTRANE consortium consists of six partners, combining expertise in the
areas of higher education learning and teaching, cybersecurity, state of the art tech-
nology, and collaborative learning and educational design:

• Austrian Institute of Technology, Austria
• University of Nottingham, United Kingdom
• University of Oulu, Finland
• University of Salerno, Italy
• University of Vienna, Austria
• Wise & Munro, The Netherlands

The work conducted within COLTRANE ultimately aims to contribute by:

• exploiting the affordances of cyber-ranges and collaborative learning platforms to
create hands-on activities, as well as collaborative reflection;

• supporting the co-design of learning activities together with teachers, according to a
framework for developing cybersecurity awareness education;

• developing a toolkit for teachers for evaluation of learning activities by students;
and

• supporting managers and policy makers by co-designing toolkits for institutional
implementation planning.

However, a starting point is to benchmark the current position and feelings of
educators and students already operating in the space, determine the aspects that they
already consider to be well-served, and the areas in which COLTRANE’s intended
approaches could offer opportunities for improvement.

3 Workshop Focus

The aim of the workshop is to share and further explore the current provision of
cybersecurity education, based upon views collected from academics and students in
current programmes. The project has conducted a series of data collection activities
amongst educators and students in the partner countries. Specifically, a pair of online
surveys (one targeting educators, the other addressing learners) were distributed to
relevant participants in partner countries, followed by a series of related workshops
(each with *6–8 participants) to explore and discuss matters in more detail. The
overall focus of these activities has been to establish:
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• interpretations of cybersecurity (e.g. the extent to which it is seen as an interdis-
ciplinary topic, drawing upon topic areas beyond computer science and IT);

• the existing content and coverage of cybersecurity education (e.g. in terms of
knowledge coverage and skills development, with specific reference frameworks
provided by the Cyber Security Body of Knowledge [2] and the CIISec Skills
Framework [3]);

• the modes of learning and delivery (e.g. incorporation of activities such as col-
oration and problem-based learning, as well as the provision of facilities and
practical experiences); and

• the extent of professional alignment (e.g. the extent of industry and professional
body engagement within programme provision).

The workshop at WISE 14 shares the related findings as a basis for discussion and
further sharing of experience amongst the attendees. For COLTRANE this provides a
valuable opportunity to share, validate and extend the findings before the project moves
into further design and development phases, while for WISE attendees it provides an
insight into current challenges and approaches that could help to inform participants’
own initiatives and future developments.
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Abstract. Cybersecurity education programs have steadily been working to
meet the increasing global demand for cybersecurity professionals. However,
academic institutions are often faced with meeting such demand, because of the
lack of enrollment and retention of students from varying backgrounds and
reflecting other differences (i.e. cultural, gender, age, racial). Minimal literature
exists relating to inclusive pedagogy in cybersecurity education. The goal of this
proposed workshop is to rethink inclusive pedagogy in cybersecurity education
programs and develop a future research agenda that promotes inclusive peda-
gogy in cybersecurity education program delivery.

Keyword: Inclusive pedagogy � Inclusive pedagogical practices � Inclusive
communications � Curricular design � Cybersecurity education

1 Introduction

1.1 Overview

To support cybersecurity workforce needs, academic institutions [6], governmental
agencies [4], and researchers [1] have been working to develop and continuously
enhance cybersecurity education programs. In recognizing the need to support cyber-
security workforce growth, the need to focus on diversity and inclusion in our peda-
gogical approaches has been a concern in recent literature [3]. Reimaging Inclusive
Pedagogy in Cybersecurity Education is a workshop that proposes to foster collabo-
rative discussion and continued growth in inclusive pedagogical practices and future
research efforts supporting cybersecurity education delivery.

The Center for the Integration of Research, Teaching and Learning (CIRTL) offers
an Inclusive Pedagogy Framework (Inclusive Pedagogy Framework (2) (cirtlincludes.
net)) involving three core competencies as depicted in Fig. 1 below that will help frame
the workshop into three (3) separate segments. Each segment will correspond and
address a specific core competency, including related skills, strategies, and practices.
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The objective in addressing each segment separately is to provide a common under-
standing of each core competency among workshop participants.

During each segment, the collective audience will be divided into smaller breakout
sessions where participants can participate in brainstorming activities. These brain-
storming activities will be designed to capture challenges and desired outcomes in
achieving each core competency. Additionally, workshop participants will help define a
forward-thinking research strategy and tactical action plan that offers continued
research efforts in inclusive pedagogy in cybersecurity education. At the close of the
workshop, the facilitator looks to establish a draft future research initiative that drives
an inclusive pedagogy in cybersecurity education agenda supported by interested
workshop participants.

Objectives. This online event is intended to exercise this “workshop as a research
methodology” that offers workshop participants an opportunity to address their own
research interests and promote future research in cybersecurity education. Workshop as
a research methodology [5] has been described as a means of advancing and negoti-
ating a topic, such as inclusive pedagogy in cybersecurity education, among workshop
attendees (i.e. researchers, teachers). Additionally, workshop participants will share in
the following takeaways.

• Build knowledge in an existing framework used for promoting inclusive pedagogy
• Gain insights on existing literature related to inclusive pedagogy and cybersecurity

education needs
• Share their own challenges and desired outcomes in achieving more diverse and

inclusive classrooms in cybersecurity education delivery
• Engage with other instructors and researchers having like interests in promoting

inclusive pedagogy in cybersecurity education
• Participate in future collaborative-based dialogue and research-driven events that

promote inclusive pedagogy in cybersecurity education

Workshop Length and Format. This online workshop is expected to be con-
ducted as a collaborative group event in 2 to 2 ½ hours and is intended for a small
audience of 12–15 attendees.

Fig. 1. Adapted depiction of CIRTL’s Inclusive Pedagogy Framework.
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Audience/Participants. Attendees should include instructors and researchers who
have a focal interest in the topics of inclusive pedagogy and cybersecurity as well as the
use of varying theories and research methods. Additionally, the workshop welcomes
attendees who are willing to share prior pedagogical practices that were intended to
foster diversity and inclusiveness in cyber education programs or more specifically,
cyber education course delivery.

Workshop Agenda. This online workshop is expected to be conducted as a col-
laborative group event in 2 to 2 ½ hours and is intended for a small audience of 12–15
attendees.

• Give an introduction from each workshop participant (i.e. affiliation, research
interest).

• Revisit workshop objectives.
• Address the CIRTL Inclusive Pedagogy Framework and its three (3) core

competencies.
• Share existing literature relating to inclusive pedagogy (i.e. inclusive communica-

tions, inclusive pedagogical practices, curricular design) and cybersecurity
education.

• Present the approach to conducting the break-out sessions, capturing feedback, and
presenting results.

• During each break-out session, brainstorm challenges and improvement opportu-
nities to inclusive pedagogy.

• Identify next steps, including those attendees interested in actively engaging with
colleagues to address specific research efforts.

Outcomes. To help foster and improve inclusive pedagogical practices in cyber-
security education through faculty development and research, the primary outcome of
this workshop is as follows.

• A research working group of 2–3 teams (i.e. 3–5 individuals per team), which
represent interested participants in future periodic forum discussions and collabo-
rative research efforts.

Deliverables. To promote future research and efforts towards strengthening diverse
and inclusive cybersecurity education, and related inclusive pedagogical practices, the
following three workshop deliverables are expected as follows.

• Draft Inclusive Pedagogy in Cybersecurity Education strategy and high-level tac-
tical action plan that shares proposed next steps in future research efforts and
continued dialogue on inclusive pedagogical best practices.

• A summary of initial challenges and improvement opportunities to inclusive ped-
agogy in cybersecurity education.
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