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Abstract. Transformation is not only today’s trend but also a reality.
Ports could not be excluded from that change. A transformation pro-
cess has been initiated in order to change their operational structure,
and the services they offer. Artificial Intelligent and Data oriented ser-
vices push the services’ landscape beyond the traditional ones that are
currently used. The scope of this paper is to analyze and scrutinize the
opportunities that are risen for Telecommunications / Information and
Communication Technology (ICT) providers at ports. These opportuni-
ties are the stepping stone towards the transformation of ports for the
future. This work in progress is under the DataPorts project that is
funded by the European Union’s Horizon 2020 Research and Innovation
Programme under grant agreement No. 871493.

Keywords: Ports - Smart Ports - Data Platforms - AI - Blockchain -
Privacy.

1 Introduction

“DataPorts project aims to boost the transition of European seaports from con-
nected and digital to smart and cognitive, by providing a secure environment for
the aggregation and integration of data coming from different sources existing
in the digital ports and owned by diverse stakeholders, so that the whole port
community could benefit from this data in order to improve their processes, offer
new services and devise new Al based and data driven business models” [10]. For
this purpose, the technological innovation is destined to transform the business
as usual, therefore more and more companies hop on that huge wave in order to
avoid to be forgotten in the near future as it happened in well branded companies
in the past that did not see the need for change [16], [20]. This massive transfor-
mation of the businesses has become more data-driven. Inevitable data owners
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or those that can produce data have become the new major actors. The port
industry is no exception and data-driven services is what they should offer, not
in the future but today to their end-user, customers, stakeholder (many names
exist to define them). According to Deloitte Port Services [3], Smart Ports is the
fourth technological priority in improving and evolving the Shipping / Maritime
Industry. By making a port smart, then Al-based services will offer cognitive
services that will offer opportunities to Port owners, visitors, customers, etc.

Smart and Cognitive Ports is the newest trend and like the Smart Cities is
a creation of a new emerging data market. It is a term that expands the tra-
ditional stakeholders’ ecosystem with limitless opportunities for new entries. A
multi-actor and very diverse ecosystem is created with many opportunities for
market expansion, revenue increase, new services, especially data-driven ones
such as Internet of Things (IoT) [30] and Al-based services. This rapid growing
ecosystem with many actors and many roles creates the need for new and dy-
namic Business Models to fulfill the also rising needs. This opportunity was early
identified by European Union in 2014 [29] and a special chapter was included
within the Smart Cities one. “Ports are considered a special case of a Smart
Community, then they have to meet the same requirements that are asked for a
Smart City, adapted to the port situation”.

Ports operate on a certain basis by following a number of models. They can
be Public, where the administration is operated by a central authority at a na-
tional, regional or city level, or Private, a model that is run by a port company,
or even a port (local) society and Hybrid where in this case, public-private part-
nerships govern the port administration and the provided services. Therefore,
Port Authorities whether are Private, Public, or Hybrid, are “forced” to trans-
form and create the Ports of the future, not only by creating an interconnection
grid between them but offering new innovative services to their existing “cus-
tomers” like companies in shipping, supply-chain and logistics, tourism, but also
many more from a wide diversity areas, that they can take advantage from the
new services. Therefore, Port Authorities create synergies with research commu-
nity, data owners and providers, software-houses, startups and SMEs in order
to, together create new innovative services and expand the list of the potential
beneficiaries.

The need of Port Authorities has become an opportunity for port-oriented
companies to experiment their wide range of services, algorithms, and data that
they own and monetize their offerings in this new emerging market. It is an op-
portunity, which could be beneficial for numerous stakeholders. This opportunity
increases the dynamics of the Smart Ports or Ports of the Future transformation.

The basis for port transformation lays within the co-operation that takes
place between strategic partnerships at national and international level. To that
we should add partnerships with port-oriented service 3rd parties. The new
ecosystem that is created around the ports is highly competitive in order to
increase their market share, and ports are trying to get an advantage by imple-
menting smart technologies and services in order to optimize their operations in
many areas such as energy, security, transport, logistics and more. Local Port
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Authorities gather around, numerous entities. Organizations, Associations, Com-
panies that may be stakeholders and potentially beneficiaries of a data-oriented
platform provided by DataPorts. The list can be endless if attempt to put ev-
eryone in the frame, but trying to pin-point the main ones we can identify syn-
ergies within Academia and Research Community, Shipping companies, SMEs
and Startups, Public Authorities and Policy Makers, Data Providers, and Local
Community Associations (Commercial, Tourism, Culture, etc.)

On the port transformation journey, the Telecommunication industry (also
involved in ICT services) can have a significant role and perhaps become a key
player towards the transformation success. Telecom (wired and wireless) hold
the backbone of the data-driven environment [1], [2], [7] through their networks.
Therefore, it is on their hand to become leaders in this rapidly increased emerg-
ing market. A Telecom/ICT Provider in order to enter this emerging ecosystem
and potentially benefit from its growth should firstly address real-life data mar-
ket use cases in Ports that are related to its areas of operations. The data that
a Telecom Provider owns might not be directly usable by Ports’ community
and interoperability issues should be prior investigated. Data may be provided /
shared through advanced Al-based services that are scalable, resilient and using
a semantic approach. Data should be designed and provided in a matter that
can be governed and maintained in a business manner. For these reasons, new
business models and a standardized methodology like [21] should be defined and
adopted respectively. Policies should be also taken under consideration so that
a reliable data sharing and trading platform to be established. These design
patterns should be obtained under a secure and trusted environment between
stakeholder and beneficiaries, internal or external to the Port. Telecommunica-
tion industry owns, due to its field of operations, owns, handles and process
large volumes of data, real and non-real time. Data that collected and stored
from many different services. A Telecom Provider has the largest availability
of customers’ personal data, network data, mobility tracking, billing location,
and so on. The correlation of such datasets, as well as the combination of them
with external publicly available data, may potentially create a great value for
solving problems and serving future needs. Since it is a new field of operations
and due to the fact that until now such data sharing wasn’t available for many
different reasons, the value or what needs data can solve may be uncertain yet.
According to the EU [29], it is estimated that the open data market is expected
to increase by 37% by 2020, reaching €75.7 billion, with the cumulative figure
of €325bn. Open data in Greece can generate an additional €3.2bn. GDP and
approximately €12 billion in cumulative benefits within 5 years. That led re-
searchers, and other related entities to be highly involved, in order benefit from
these numbers.

2 Related Work

Every Port transformation was focused on different elements. From the Freight
loading and uploading in the 1960s, the industrial port and the logistics in the
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1980s. Today even with a tighter regulatory environment from the data sharing
point of view, the element of transformation is the interoperability and how the
ports of the future will become smart and cognitive. The research community
and the port related actors are relative active during the last few years. European
Authorities turned their attention into three points of action that could poten-
tially affect and transform a Port; the supply, the Platform and the Demand.
Various Port Management Platforms / Services / Applications / Systems, where
created in order to cover these elements. Supply in order to monitor and han-
dle the operations with the logistics companies, the shipping companies and the
freight carriers. Port operations are monitored both for inbound and outbound
activities, both equally demanding with different actors in each value chain. Sev-
eral initiatives in European level, have taken place in the past and some of them
are very active even today in order to create an ecosystem around the Ports.
Actions of European Organizations and Associations such as ESPO [13], IAPH
[15] and ATVP [28] aim to interconnect and represent Port Authorities and their
relationships with EU and other States. They played a vital role in the global
trade and practically can be considered as the pioneers of the Smart Ports. In
addition to that, ENISA [11] developed -in collaboration with several EU ports-
a report that intends to provide a useful information regarding the cybersecurity
strategy of port authorities and terminal operators.

Advanced services for cognitive ports
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Moreover, EU -especially through Horizon2020 programs- has funded numer-
ous projects, that aim to create management platforms [17] for maritime and
port environments, in order to create interoperability and eventually the ports
to become cognitive and smart. Projects like SmartCities, among others, became
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The Marketplace of the European Innovation Partnership on Smart Cities and
Communities [27]. The projects e-Mar, FLAGSHIP, and INMARE [9] handle
maritime transport related issues, MASS [9] deals with ways to improve hu-
man behavior on board ships with special attention to emergency situations,
MARINE-ABC [9] demonstrates the opportunities of the mobile ship-to-shore
communication, BigDataStack [5] attempts to optimize cluster management for
data operations, SmartShip [25] develops data analytics decision support systems
and a circular economy based optimization platform. All the aforementioned and
other projects prove that research community, port authorities, shipping and
supply companies are aligned with a common objective which is the creation of
a new ecosystem with advanced data-driven services for the benefit of the ports
and the local communities. On top of that, European maritime sector through
new calls is planning to offer efficient quality services integrated to the overall
European transport system.

Data sources
Port Community Systems, Freight Forwarding and Logistics Operator Systems, Global Shipping Platforms,
Terminal Operating Systems Banking, Financial and Insurance Systems, government systems, lloT
networks, mobile apps, legacy DB and systems, telecom operators, open data sources, external sources
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* Companies involved in the management systems
of the port, and / or customers of those systems
Citizens using ports facilities Data

Other external data owners owners * Data driven services

* Dataexchange
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Terminal operators, Customs, etc.. * New Al and cognitive applications
+  Other actorsin the logistics supply chain. COUETLTEENLY |« increase of efficiency of processes
* (itizens using port facilities. users and * Reduce environmental impact

* External data consumers for other purposes * Global access to DataPorts data market

beneficiaries

Fig. 2. DataPorts value-chain and stakeholders

DataPorts since January 2020 is planning to implement a data management
platform to be operated by Port Authorities in order to provide advanced services
[Figure 1] and create a value-chain between stakeholders, internal and external
ones [Figure 2].
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3 DataPorts Conceptualization

Data in the maritime domain is growing at an unprecedented rate, e.g., terabytes
of oceanographic data are collected every month as well as petabytes of data are
already publicly available. Big data from different sources such as sensors, buoys,
vessels, and satellites could potentially feed a large number of interesting applica-
tions regarding environmental protection, security, shipping routes optimization
or cargo handling [18]. Although many projects [25], [24] are trying to develop
data management platforms in various application domains, not many of them
have addressed integration in port environments with the possibility of including
cognitive services and extending their platform to whole transportation routes
around Europe.

Data Analytics
and Al services

Semantic Data Abstraction

Interoperability B|OCkCha|n and Virtualization

Data Access

Fig. 3. DataPorts Architecture

To this end, Figure 3 presents the main building blocks of the DataPorts
platform’s proposed solution:

— Data Access: the platform will ensure access to the heterogeneous data sources
of the port -including relational and NoSQL databases, object storage, pub-
lish/subscribe streams- in a common manner. To achieve this goal, the
project will rely on widely adopted data formats and interface specifica-
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tions, such as JSON [26] and OpenAPI [22] respectively.

— Semantic Interoperability: the project will develop a framework for semantic
interoperability of diverse data platforms, autonomous systems and applica-
tions. Acting as a unifier, the framework will provide business level interop-
erability, in addition to data interoperability at the level of common spatial
and temporal semantics.

— Data Abstraction and Virtualization: the platform will provide an abstrac-
tion layer that takes care of retrieving, processing and delivering the data
with the proper quality level, while in parallel putting special emphasis on
data security, performance, privacy and protection. This layer, acting as a
middleware, will let the data consumers simply define their requirements
on the needed data -expressed as data utility- and will take the responsi-
bility for providing these data timely, securely and accurately by hiding the
complexity of the underlying infrastructure. The latter could consist of differ-
ent platforms, storage systems, and network capabilities. The orchestration
of those (micro)services could be implemented via flow-based programming
tools like Node-RED [23].

— Data Analytics and Al services: the project will develop a set of data ana-
lytics services for supporting the development of descriptive, predictive, pre-
scriptive models using the different datasets available to the platform. Since
the project will have to deal with big data technologies, the defined services
should be scalable enough to process huge data volumes. Appropriate State-
of-the-Art machine learning algorithms will be identified for supporting the
development of cognitive applications in the context of the smart ports do-
main.

— Blockchain: the platform will provide all the tools for data sharing and trad-
ing in a secure and trusted manner. The specific building block should take
into consideration the rules defined from data providers to data consumers.
On top of that, it has to offer a clear value proposition to data owners. Data
access mechanisms, based on purpose control, will also be established. As a
result, the solution has to keep provenance of the data entering the platform
and implement the functionalities of data governance. The project will ex-
ploit permissioned blockchain technology such as Hyperledger [14], in order
to address all these requirements.

4 Challenges and Opportunities

As mentioned earlier in this paper, the emerging data market within ports is very
appealing for a telecommunications provider due to the wide diversity and the
large volumes of data that it owns or handles. Although a Telecom Company can
benefit in many ways from being involved in such ecosystem and eventually cre-
ate a new revenue stream [12], [7], considerations should be taken into account,
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regarding the risks that come in front. Since it is a new marketplace, the legal
and regulatory environment cannot be considered as stable. Entering a new area
always demands careful business approaches. Since a main involvement contains
data sharing, trust should also be taken into account, not only technological but
also ethical which might cause otherwise losing a competitive advantage. To-
wards that direction, DataPorts project aims at designing a trusted marketplace
in order to lower privacy barriers associated with the development of innovative
data-intensive applications that consume personal data. The scope is to develop
mechanisms that will encourage more and more people (travelers, employees,
workers etc.), who so far seem to be reluctant, to share their personal utility
and behavioral data. This is very likely to be achieved by keeping data subjects
fully informed, including them as actual stakeholders and co-owners of the data
archive. The goal is to find the balance between the level of risk the people are
willing to take and the benefit they expect as users of a personal data platform;
in other words, data privacy versus data utility. The fundamental concern of
privacy protection is to prevent confidential data from being leaked. However,
in the area of IoT and Big Data, some information about the dataset is desired
to be revealed by design. Consequently, the quest is to quantify and control the
leakage of sensitive information, so that it remains within a tolerated threshold,
while allowing certain types of analytics to be performed. In the following para-
graphs indicative techniques to fulfill the privacy requirements are presented:

Privacy and compliance by design

In fact, legislation and privacy norms are becoming increasingly strict, but IT
solutions for addressing these issues are lacking. Part of the research in Dat-
aPorts project will be to provide solutions for logging and auditing access to
sensitive data, modeling, managing and enforcing privacy and consent policies,
as well as providing the ability to anonymize sensitive data. With such a solution
in place, trust becomes a differentiator while auditing and compliance overhead
is decreased for both the data processor and controller. As a result, the business
challenge addressed is twofold; (i) the need to prove compliance to privacy and
security laws, directives and norms in a more automated and systematic man-
ner with less overhead and (ii) the desire to gain end user trust, encouraging
the sharing of personal data and improving the quality of the data shared. The
approach aims at providing tools and libraries for privacy and compliance by
design and also offering such kind of solutions for existing applications without
requiring changes to them. The goal is to make privacy and compliance part
of the IT infrastructure and to ensure close coupling of all data with relevant
consent and policies.

Privacy through data fuzzification

In many occasions, people want to share not their actual data but (slightly)
different one, trying to balance privacy and accuracy [8]. For example, residents
do not wish to expose their exact location, for a variety of purposes, includ-
ing privacy considerations and risk data leakage that could aid e.g. criminals
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to understand the occupancy pattern of their house. In the case of utility and
behavioral data, the fuzzification could be multidimensional, in terms of space,
time and aggregation of the data that are produced from all the smart devices.

Privacy-enhanced decentralized blockchain-based storage system

The initial idea of the blockchain framework was a permissionless distributed
database based on the Bitcoin Peer-2-Peer open-source protocol [6], maintaining
a growing list of data records hardened against tampering and revision, even
by its own operators. This network model protects users from most prevalent
frauds like chargebacks or unwanted charges. DataPorts project aims at mov-
ing one step forward in the context of a data marketplace, strengthening the
integrity of the framework in terms of privacy. In a decentralized blockchain ar-
chitecture as such, a full copy of the blockchain contains -at any time- all records
of every transaction ever completed in the network and in addition every block
contains a hash of the previous block. This enables the blocks to be traced back
even to the first one, known as ”the genesis block”, which makes computation-
ally prohibitively difficult and impractical to modify a block once it is created,
especially as the chain of subsequent blocks gets generated [4]. This will protect
the privacy-restrictions defined by data subjects, against any possible alterna-
tion attempts.
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Fig. 4. Challenges & Opportunities for Telecom Industry — A SWOT Analysis

The data that is owned along with their process mechanisms, require Intellec-
tual Property protection, especially within a regulatory complexity. Moreover,
the development of data agreements and privacy concerns, as well as, a differ-
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ent than it is used so far, pricing model should be taken under consideration.
Risks and potential harms of sharing corporate data, as well as, collecting in-
accurate, old or “dirty” data might affect data quality. Since to most of the
actions concerning data, the GDPR should be applied, collecting unauthorized
data or intrusive collection from individuals and organizations could be a com-
plex process. Therefore, improper or unauthorized access to shared data could
cause conflicting legal jurisdictions and different security levels and in some cases
loss of regulatory licenses, standards and certifications, reputational and indus-
trial damages, as well as, drop in share price and/or increase in cost of capital.
Moreover, incomplete or non-representative sampling, or insufficient, outdated
or incompatible data sets can be disastrous, especially in the case where there
are many recipients of this new data-sharing/trading platform.

Although someone might say that from all the above described parameters,
the risk for a Telecom Provider is forbidding enough to enter this new data
sharing/trading market, there is equally amount of opportunities to enter these
Open data marketplaces [12], [19].

1 Product innovators enhance their products and services Incorporating smart lighting networks in ports through

with data using data from motion sensors
2 Systems Innovators use data to integrate multiple Creating a transport management system using diverse
product types sources of data (weather sensors, motion sensors, etc.)
and applying insights to multiple devices like bridges,
quays, etc.

3 Data Providers gather and sell raw data without adding Data services like the Automatic identification System
too much value to it linked to GPS which offers insights in multiple aspects of
ship movements like origin, destination, cargo, etc.

4 Data Brokers gather and combine data from multiple Create market reports using multiple sources like order

sources, create additional value with analytics and sell books and scrapping forecasts
insights

5 Value Chain Integrators share data with system- Improve the internal port supply chain with data shared by
integrator partners to extend product offerings or the port users

reduce costs

6 Delivery Network Collaborators share data to drive Foster the marketplace and drive deal making to a new
deal making, foster marketplaces and enable advertising level through novel insight driven business madels

Fig. 5. Business Opportunities

As it is described in Figures 4 and 5, it can be an opportunity for new business
and increase in customer / subscribers base. In addition, can create an increased
availability of vast and heterogeneous data ecosystems for Al and innovative
data-driven business models, as well as, a way to tap into ‘safe’ personal data.
Opportunities can also exist for the Telecom subscribers as well, by obtaining
control over personal data. It is considered that the well-being and the quality of
life benefits from personal data sharing in key sectors. Moreover, opportunities
exist by accessing personalized and cross-sectoral B2C services and increasing
the potential of personal data monetization. The entry of a Telecom data owner
in this emerging data-driven market, creates opportunities for third parties as
well. For academia, by increasing the socio-economic impact of research data
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across domains and borders, it creates an open innovation access through data
marketplaces. Last but not least opportunities can be created in general for
Government and Public Bodies thus improving the local economy. These bod-
ies could include, among others, the Municipalities and the Regions that host
the Ports. Common use of data through platforms can lead to improved govern-
mental services, especially Al-enhanced digital services. These local and regional
opportunities can also lead to an integrated real-time European analytics system
exposing annual statistics of the ports ecosystem.

5 Conclusion and Future Work

A Telecom Provider can benefit from entering such rapidly evolving data mar-
ket. As in every case, there are considerations and risks that should be taken
into account. These parameters will be investigated during the Pilots’ execution
within DataPorts H2020 Project, where various data sets will be provided and
used for cognitive applications. During the Piloting Phase, the value of the data
and their governance methods will be thoroughly investigated.
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