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Abstract. This paper studies the security of Ring Oscillator Physically
Unclonable Function (PUF) with Enhanced Challenge-Response Pairs as
proposed by Delavar et al. We present an attack that can predict all PUF
responses after querying the PUF with n+2 attacker-chosen queries. This
result renders the proposed RO-PUF with Enhanced Challenge-Response
Pairs inapt for most typical PUF use cases, including but not limited to
all cases where an attacker has query access.

1 Introduction

Recently, Physically Unclonable Functions (PUFs) have received increasing in-
terest as cheap and secure cryptographic key storage and as cryptographic primi-
tives for advanced protocols [2,4]. Security for PUFs has been formally defined [1],
and modeling attacks on PUFs with “many” challenge-response pairs (so-called
strong PUFs, [10]) have been empirically studied [11,6]. Various implementations
for PUFs have been proposed [12,9]; among popular implementations are Arbiter
PUFs [5] and Ring Oscillator PUFs [13], although both suffer from significant
weaknesses and drawbacks [11].

Classic ring oscillator PUFs with n ring oscillators possess only O(n?) challenge-
respouse pairs, which limits their use cases. Most recently, Delavar et al. [3] have
published a PUF construction based on ring oscillators that accepts an exponen-
tial number of challenges.

We briefly review their proposed scheme in Sec. 2, introducing a slightly
different notation. In Sec. 3 we will present an efficient and computationally
easy attack that breaks the security of the proposed PUF design. Finally, in Sec.
4 we will discuss reasons and consequences.

2 Construction

In this section, we will briefly review the construction proposed by Delavar et al
[3]. We choose a different, but equivalent notation; we omit details of the scheme
where they are not needed for our attack.

A Ring Oscillator PUF with Enhanced Challenge-Response Pairs (Enh-RO-
PUF) consists of an array of n ring oscillators (RO). Each ring oscillator possesses



a frequency that is characteristic for this particular ring instance and is due to
manufacturing imperfections.

Consider a given Enh-RO-PUF instance. We denote the frequency of the n
ring oscillators by f; € R, for 1 < i < n. Let 7 be a (for this instance) fixed
integer 1 < 7 < §. Furthermore, we choose an instance-specific (n — 1)-bit
random seed vector S.

Delavar et al. provide algorithms to compute 7 and .S from physical properties
of the PUF instance. For our analysis, it is unimportant how these values are
computed; we only stress that 7 and S are constants for each Enh-RO-PUF
instance.

In order to achieve an exponential number of challenges, the Enh-RO-PUF
accepts any subset of the n ring oscillators as a challenge C, e.g. for n = 256,
we could have the challenge set C' = {42, 123,200}.

Based on the challenge C' = {cy,...,cx}, the Enh-RO-PUF computes the
result of shifting the seed S by 25:1 c; bits. We denote this as a function p that
maps challenges to (n — 1)-bit vectors,

p(C) = p({c1, -+, cx }) = shifts~ S,

where shift; is the [-bit-shift operator and ) ¢; denotes the sum of the indices of
all selected ring oscillators. At this point we stress that shift is an (n—1)-periodic
operation, i.e. shifting by [ bit leads to the same result as shifting by [ + (n — 1)
bit. Thus, for any challenge C, we have p(C) = p(C' U {n — 1}). Also note that
shift can easily be inverted.

For any given ring oscillator index i, the comparison vector is an n—1 bit vec-
tor that compares the frequency f; to all other frequencies in the array. More for-
mally, we define the comparison vector (i) to be (i) = (a1, ..., @i_1, @11, .. an) T
where a; = 1if f; > f; and a; = 0 otherwise.

The Enh-RO-PUF response to a challenge C = {cy,...,¢;} is an (n — 1)-bit
vector given by

res(C) = res({c1,...,cx}) = o(c1) @ -+ D o(cx) ® p(C).

As already suggested by the set notation, the response is independent of the
order of the c; by construction.

3 Attack

In the proposed PUF scheme, pseudorandom numbers p(C) are added for pro-
tecting the scheme against information leakage. The key weakness is the pre-
dictability of the difference of certain random numbers. We can hence obtain
information that was supposed to be kept secret.

For the Enh-RO-PUF, we have p(C1) @ p(C2) =01if > cl(»l) =3 052) for two
challenges C; = {cgl)7 ey c,(cl)}, Cy = {cgz), ey cl(z)}. Using the information about



p(C1) ® p(Cs), we can recover the comparison vector ¢(n — 1) with two queries
Cy = {1}, C2 = {1,n — 1} to the PUF:

res(C1) = ¢(1) @ p(C1),
res(Ca) = ¢(1) ® p(n — 1) @ p(Ca),
res(C1) ©res(Ca) = o(n — 1) @ (p(C1) ® p(C2)) = ¢(n — 1).

Knowing the comparison vector ¢(n — 1), we can compute the seed S of
the given Enh-RO-PUF instance by querying C3 = {n — 1}, as res({n — 1}) =
w(n — 1) @ shift,_1(9).

Finally, given the random seed S, extracting the other comparison vectors
o(i) for 1 < i < n takes one additional query C' = {i} each. As p(n — 1) is
already known, this takes a total of n — 1 queries.

Summing up, we can reconstruct S and all ¢(i), 1 < i < n, with n + 2
chosen queries to the PUF. This renders the security features of this PUF scheme
ineffective.

4 Discussion

Given a Enh-RO-PUF instance, using n+ 2 attacker-chosen queries, our attack is
able to predict the entire challenge-response behavior. Hence, the Enh-RO-PUF
is not a strong PUF with a large number of unpredictable responses, as originally
claimed by the authors [3]. Given the original author’s security model, where an
attacker is able to apply challenges and read out responses without restriction,
the design needs to be considered broken.

Throughout the design, the security rationale was that masking the response
with an (to the attacker) unknown number S will stop any attack. To circumvent
that protection, it is crucial to our attack that p(Cy) @ p(Cs) can be computed
by an attacker without prior knowledge of S or any (7).

To mitigate the attack, we could choose p(C) = h({C, S)) where h is a cryp-
tographic hash function that obeys the avalanche criterion, and (-, -) is an appro-
priate encoding. By the avalanche criterion, h({Cq,S)) has expected Hamming
distance 1 to h({C3,S)), which gives p(C1) @ p(C2) an expected equal number
of zeros and ones. By the assumptions on h, an attacker could not efficiently
retrieve p(C1) @ p(C3).

However, in this adapted PUF scheme, the values ¢(i) are not needed to
achieve the desired PUF behavior. The hash values p(C') already provide reli-
able, unique and random responses to given challenges C. In fact, the response
function res’(C) = h({C,S)) utilizes S as a weak PUF and implements the
Challenge Response Authentication Mechanism [8] with a simplified version of
HMAC [7]. This widely used protocol provides evidence that authentication us-
ing the PUF is secure as long as S remains secret. However, due to the typically
large implementation size of the hash function on FPGAs, this scheme fails its
purpose.

This demonstrates that p needs to be a pseudorandom function that is hard
to invert, properties that easy-to-implement choices for p will not be able to



provide. Hence, the design flaw of the Enh-RO-PUF can only be fixed with the
introduction of another, essentially unrelated cryptographic primitive that is
secure on its own.

Furthermore, we point out that if the I-th bit of ¢ (i) equals 0, we have f; < f;
and thus the i-th bit of ¢(I) must be 1. These relations may be able to extend
the attack surface beyond our attack.

Many use cases of Physically Unclonable Functions are fundamental to safety
or security of applications. We emphasize that cryptographic primitives need a
throughout study of their security before they can be considered secure, and we
encourage further research in the area of cryptanalysis and Physically Unclonable
Functions.
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