N
N

N

HAL

open science

Analysis of VMSS Schemes for Group Key Transfer
Protocol

Ching-Fang Hsu, Shan Wu

» To cite this version:

Ching-Fang Hsu, Shan Wu. Analysis of VMSS Schemes for Group Key Transfer Protocol.

IFIP International Conference on Network and Parallel Computing (NPC), Sep 2014, Ilan, Taiwan.

pp-555-558, 10.1007/978-3-662-44917-2 51 . hal-01403141

HAL Id: hal-01403141
https://inria.hal.science/hal-01403141
Submitted on 25 Nov 2016

HAL is a multi-disciplinary open access
archive for the deposit and dissemination of sci-
entific research documents, whether they are pub-
lished or not. The documents may come from
teaching and research institutions in France or
abroad, or from public or private research centers.

L’archive ouverte pluridisciplinaire HAL, est
destinée au dépot et a la diffusion de documents
scientifiques de niveau recherche, publiés ou non,
émanant des établissements d’enseignement et de
recherche francais ou étrangers, des laboratoires
publics ou privés.

Distributed under a Creative Commons Attribution 4.0 International License


https://inria.hal.science/hal-01403141
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://hal.archives-ouvertes.fr

Analysis of VMSS schemes for group key transfer
protocol

Ching-Fang Hsu'™" Shan Wu*"

1(Computer School, Central China Normal University, Wuhan, 430079, China)
?(Wuhan Technology and Business University, Wuhan, 430065, China)
cherryjingfang@gmail.com

Abstract. Known group key transfer protocols in group
communications using classical secret sharing require that a t-degree
interpolating polynomial be computed in order to encrypt and decrypt
the secret group key. Secret sharing plays an important role in ensuring
the group communications security. A verifiable multi-secret sharing
(VMSS) scheme is a multi-secret sharing scheme with the verifiable
property. Recently, Zhao et al. and Dehkordi et al. successively
proposed two threshold VMSS schemes. Shortly, using the same
verification mechanism, Dehkordi et al. presented another two VMSS
schemes. In these schemes, authors claimed that the dealer was
absolutely impossible to become a cheater. In this paper, we show that
in both Zhao scheme and Dehkordi scheme, a dishonest dealer may
distribute a fake share to a certain participant, and then that participant
would subsequently never obtain the true secret. Indeed, verification
mechanism should be improved in these schemes; and furthermore our
results highlight that extra cautions still be exercised when constructing
schemes in this direction.

Results

A verifiable multi-secret sharing (VMSS) scheme is a multi-secret sharing scheme
with the verifiable property. Recently, Zhao et al. [3] and Dehkordi et al. [1]
successively proposed two threshold VMSS schemes. Shortly, using the same
verification mechanism, Dehkordi et al. presented another two VMSS schemes [2]. In
these schemes, authors claimed that the dealer was absolutely impossible to become a
cheater. In this paper, we show that in both Zhao scheme and Dehkordi scheme, a
dishonest dealer may distribute a fake share to a certain participant, and then that
participant would subsequently never obtain the true secret. Indeed, verification
mechanism should be improved in these schemes; and furthermore our results
highlight that extra cautions still be exercised when constructing schemes in this
direction.



Cryptanalysis of Zhao scheme

In Zhao scheme [3], we assume that D is a dishonest dealer. Let
MW(We{1.2,...,n}) be a certain participant in M . The goal of D is to distribute a
fake share to M, and \ will not detect this and, hence, M, would

subsequently never obtain the true secret. A more detailed description of the attack is
as follows:

(1) As a preliminary step, D chooses an integer S from the interval [2, N]

and computes | =R 1 mod N suchthat | =1 for i=12,...n;
n+ 0 n+l i

1

(2) After polynomial h(x)modQ is constructed, D  computes
Y, =h(|i)mon for i=12,..,n , i=w and specially computes
yW=h(|n+l)mon instead of yW=h(IW)m0dQ. Afterwards, D publishs
(Y, Voo V) OF (Y Yoo Y. (D, (D), (K~ 1))

(3) When any t participants include M, want to recover the secrets

PP, R (without loss of generality, suppose participants {Mi}::l), it is
easy to see that anybody can verify I is true or false but can not verify Y,
is matched with I or not for i=12,...,t. Therefore, after the verifications
are done, \ is unable to detect any discrepancy on Y, (actually,
Y, = h(IM) mod Q is not matched with IW);

(4) By using Lagrange interpolation polynomial, these t participants include
MW will uniquely obtain another polynomial h(x)'modQ but not
h(x) mod Q, since the complete share distributed to MW, that is (IW, yW), is
not correctly paired. As a consequence, M = would never obtain the secrets
Pl, P2 . Pk .
Through the attack, the verification mechanism of Zhao scheme is completely
compromised.

Cryptanalysis of Dehkordi scheme

Indeed, the attack of Dehkordi scheme [1] is the same as that of Zhao scheme. In
Dehkordi scheme [1], we assume that D is a dishonest dealer. Let

M, (we{l.2,...,n}) be a certain participant in M . The goal of D s to distribute a

fake share to MW and MW will not detect this and, hence, MW would



subsequently never obtain the true secret. A more detailed description of the attack is
as follows:

(1) As a preliminary step, D chooses an integer s ~eZ G  and computes
f(r,sn+1) such that f(r,snﬂ);t f(r,si) for i=12,..,n;

(2) After {r,Gizgf(r’Si)}i”: is published and polynomial h(x)modq is

1
constructed, D  computes yi:h(f(r,si))modq for i=12,..,n ,
i=w and specially computes yW:h(f(r,sM))modq instead of
yW:h(f(r,sW))modq. Afterwards, D publishs (yl,yz,...,yn) or
(h@,h(2),....h(k=1), ¥, ¥y ¥, ) 5

(3) When any t participants include MW want to recover the secrets

R.P...R (without loss of generality, suppose participants {Mi}::l), it is
easy to see that anybody can verify f(r, si) is true or false but can not verify
Y, is matched with f(r,si) or not for i=1.2,..,t. Therefore, after the
verifications are done, M s unable to detect any discrepancy on y

(actually, yW:h(f(r,sM))modq is not matched with f(r,sw));

(4) By using Lagrange interpolation polynomial, these t participants include
M, will uniquely obtain another polynomial h(x)'modq but not
h(x)modqg , since the complete share distributed to M, that is
(f(r,sw), yW), is not correctly paired. As a consequence, M, would never
obtain the secrets PP B

Through this attack, the verification mechanism of Dehkordi scheme [1] is

completely compromised. Furthermore, since the newer VMSS schemes proposed by

Dehkordi et al. in [2] are based on the same verification mechanism, our attack
equally applies to them.

Countermeasure

The main flaw in Zhao scheme and Dehkordi scheme is that there are no way for
the participant to check whether Ii (or f(r,si)) chose by her/himself and Y,
published by D are correctly paired or not. All participants can not be sure that Yy,

is matched with I (or f(r,si)) by only checking the correctness of I (or

f(r, si)). This oversight allows the dishonest dealer in our attack to send the forged



y, Wwithout being detected by the participant.

The simplest way to resolve the security problems with Zhao scheme and Dehkordi
scheme would be to change the verification equations. For Dehkordi scheme, instead

of computing Gizgf(r’si) for i=12..,n , D need to compute

Gi:gp'+l modp for i=0,12,..,k—1 and publish them. Through checking

t-1 ; k-1 .
o =TT ™ modp (if k<t) or g =[](G)'") modp (if k>t)
j=0 j=0

for i=1.2,...,n, the participants verify whether f(r,si) and y, are valid (i.e,
correctly paired). After the secrets are recovered, the participants check
G = gp'+l mod p for i=0,12,..k-1 to verify whether P,P,..,F are valid.
As a consequence, our attack will no longer be valid against the fixed scheme. In the
same way, this verification mechanism equally applies to Zhao scheme and the newer
VMSS schemes proposed by Dehkordi et al. in [2].

Conclusion

This paper has considered the security of Zhao scheme and Dehkordi scheme for
verifiable multi-secret sharing. Although these schemes claimed the dealer was
absolutely impossible to become a cheater, we have shown that the schemes are
indeed completely insecure against a dishonest dealer. In addition, we have
recommended a small change to the schemes that can address the identified security
problem. Furthermore, our attack and security patch apply also to the newer VMSS
schemes proposed by Dehkordi et al.
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