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Abstract. Businesses today have more than ever a sharp fotusducing
capital and operational expenses. Business Procegsocing (BPO),
Knowledge Process Outsourcing (KPO) and adoptioshafed service models
have all increased on a global scale. This resuld® emerging complexity and
volatility of business relationships. As the futinternet of services evolves
towards dynamic “service marketplaces”, where shaesvices are discovered,
negotiated and choreographed at run-time, the newroaches to the
compliance management in complex environments eegled. We argue that
one of the key issues to address is trust. Thiempdpscribes the compliance
management models in emerging outsourcing enviratsrtbat include use of
shared services such as cloud computing servioethi$ context, we briefly
present MASTER project that, among other things.egrdates several
mechanisms to increase the trust levels amonglstéders. Finally, we present
a solution for the automated evidence collectiothatservice provider site and
discuss related trust issues.
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1 Introduction

Businesses today have more than ever a sharp foouseducing capital and
operational expenses. Market push and cost sagirdriving the convergence of
different sources of value in souring options: outsing specialized in knowledge or
resources are now being mixed with those specihliseonvenience and scale.

The advent of cloud service providers, for exampigy now allow specialized
business process outsourcing (BPO) providers tasfon knowledge and still provide
compelling scale in the infrastructure by usingrebaservices online. In a “classic”
business process outsourcing context the outs@upantner not only takes over the
ICT but also takes responsibility for the complianelated tasks such as evidence
collection. Business Process (BP) execution isstessiby often software tools that
should be able to collect compliance-specific ene and to generate respective
execution events. Although business process outsmuinvolves a re-allocation of
responsibility for performing all or part of a bmsss process, the regulatory



compliance responsibility and obligations remainghvwthe process owner, which
puts a lot of emphasis on trust relationships.

In this paper we start with an analysis of emergiegds and shifts in outsourcing
models and partner relationships. Then we coverpiance management (CM) in
general and CM in specific outsourcing contexts netee change in trust relationship
is directly related to reallocation of evidencelection responsibility.

Implementing business process compliance requiresansn of compliance
engineering, control tasks, assessment etc asaseflome level of automation for
some of these tasks. Full or partial automatio@Mftasks is another trend covered in
this paper and we will present how our approackeldped in MASTER project [1],
facilitates CM task automation and flexibility. MAER project is a collaborative
project funded under the EU 7th Research Framewoogramme and is currently
developing a framework that will help, in partiayléo reduce the compliance risk in
externalization scenarios and will ensure an dffeatontrol as if business processes
were running in a trusted administrative domaimahy, this paper concludes with
the trust assessment for different CM models artgloauicing settings.

2 Trends and Shiftsin Outsourcing

Sourcing is a wide concept that entails variousregghes. The choices range from
insourcing, i.e. in-house operations, to completis@urcing. Information Technology
(IT) Outsourcing, for example, suggest externalisatof variety of IT services,
ranging from Data Entry Jobs, through Software Diw@ent to Website Designing.
While various kinds of partial outsourcing optioas well as joinsourcing options
exist, another approach, derived from the evoluta@fnIT services markets is
emerging. Traditional low value human resourceehiyHRD) outsourcing e.g. call
centre, desktop and helpdesk support or maintenafeeainframe computers are
now complemented by shared service based (SSBemlices market such as on-
demand or cloud computing. The value shift is talsascale, usability etc. In
parallel, existing Expertise and knowledge-driv&D) outsourcing, such as legal
assistance or third party assessments (TPA), isrhiag the mainstream trend in the
IT markets.

For a long time, IT outsourcing has been perceagd technology issue, but actually
it has less to do with technology than with the ibess itself or its costs. The
existence of different outsourcing models and oilitsés is therefore stimulated by

cost analysis as much or even more than capasilitievalue proposition of service
provider. Historical experience says that compaay save a minimum of 20%

reduction in costs [2] by outsourcing. We argud,tbasides cost and the additional
value for the business, trust relationships aragod play an increasingly important
role in this analysis of outsourcing options and wik illustrate this with examples

considered in MASTER project. In principle, trustalready considered in some
outsourcing approaches. In joinsourcing (co-sogigifor example, a customer and
its IT providers form an alliance in which operatoare not fully outsourced and the
customer keeps IT under its own control. Servioeelleand value agreements are



common in this form of outsourcing, but the maivatage for customer is close
monitoring of these agreements and increased p#ooepf trust. Another form of
sourcing is the solution partnership that typicallypports a specialised business line
or product. Centre of excellence [4] idea was prsk in 2004 with several
advantages within the "hybrid" or "global sourcingdmeworks. Atos Origin, the
second largest BPO provider in Western Europe If2]Jnched another outsourcing
model in 2009, so called “agile outsourcing” thaialss over three lines of our
business: Managed Operations, Infrastructure Swisti(including utility services)
and Application Management.

The most dynamic outsourcing model, however, istgetome. It should combine
many of the above mentioned elements, includingsfamation partnership or
expertise and knowledge-driven (EKD) services al a® ad-hoc composition of
shared services for ICT support. For this theonetialel, that will be enabled by the
existence of “dynamic service markets” in the fatuinternet, hybrid value
proposition and relationship driven coalitions via the main drivers. We introduce
term “combo-sourcing” to refer to this model. SeeviOriented Architectures (SOA)
provides a common platform that allows integratsggvices and components across
organisational domains, reusing them in differeosibess settings, and building
applications through orchestrating services follmyvihe business needs. SOA not
only allows the IT infrastructure to keep pace vtttk increased complexity and scale
of modern business networks, but its flexibilitydaadaptability turns out to be a
necessary precondition to execute business withieset networks. These
architectures, however, are characterized by areramtly distributed security
administration and a number of unsolved securisués [5]. The move towards
services also increases the emphasis on relatsshégotiations, and agreements.
This brings particular challenges for the area rgansent and measurement of
security. Rather than being predefined and fixedrdeng periods of time, as in
conventional computing, the architecture of shaedice is defined in terms of the
requirements specified for the service functiogaliind the discovery, selection,
choreography or adaptation processes applied aabs®levant services. These
processes, hence the architecture, may also bergal/dy models, patterns, and
policies. We argue that in the current state ofahieissues such as compliance may
limit ad-hoc changes in service compositions coamgée while patterns may
constrain entire architectures that have been pravevork well in specific contexts.

3 Compliance M anagement

Compliance is a term generally used to refer todbeformance to a set of laws,
regulations, policies, or best practices. While pbamce is a final goal, process
designed to help the organization accomplish dtaited internal control process [6].
As a matter of fact, compliance or business objectietting is a precondition to
implement an internal control framework. Compliameanagement, as defined in [7]
is the term referring to the definition of meansawoid policy violations where
policies are derived from compliance requireme@tsmpliance management (CM)



also refers to standards, frameworks, and softwaeel to ensure the monitoring and
control of this policy enforcement.

Compliance Management consists of many tasks rgugfioluped around three main
phases:

» Compliance engineering: Compliance engineering isbms the translation
of non-trivial regulatory compliance requirementsysiness goals or
organizational policy aspects, that are often esggd in natural language,
into technical controls that can be deployed inrafienal infrastructure and
can generate evidences which, at a later stagéhlesn@ompliance risk
assessment and eventual audit certification. Sepefation policies is used
as an interface to operational compliance infrastm@ and internal control
process.

e Operational compliance infrastructure: indicatdvat tare tailored to measure
levels of compliance are used in combination wiftvgare components and
different types of internal controls that enablédence collection as well as
some kind of corrective/compensating actions. Paftshis infrastructure
include signaling, monitoring and enforcement congds.

» Assessment of compliance: in ideal situation, camggashould have ability
to continuously assess compliance levels not amfypfocesses running on
ICT systems at their premises, but also for thossgsses that run on
external IT systems. Evidence aggregation, cofoglatanalysis, control
refinement, risk re-assessment, etc., are sonwsks trelated to this phase of
compliance management. Internal audits, sometaaked first party audits,
are conducted by, or on behalf of, the organizatiself for internal
purposes. The internal or external auditors asaéether the controls are
properly designed, implemented and working effedtiv and make
recommendations on how to improve internal control

Currently, compliance management is relying heawly manual, error-prone,
sample-based procedures undertaken by either aiteon external auditors.
Automation can be achieved by means of softwarks &), although there is still a
way to go. Many software vendors moved to GoveraarRisk and Compliance
(GRC) market with previously existing tools and it sound CM framework that
could actually remediate governance gaps which especially relevant in
outsourcing environments. Choice of security awsfrfor example, which is often
based on static risk assessment driven by regylaimmpliance requirements, is a
typical top-down process which is not sufficienesure compliance in environments
with complex governance such as outsourcing enmisort. Actually, there are a
multitude of reasons for which deviations from aqpexted business process might
happen (e.g., human factors, service downtimes.adeuracy and coverage of these
security controls could be increased through autedhavidence collection, tools that
provide feedback based on operational indicator®ols such as event correlation
analysis. However, the information from these taded in compliance management
detection and assessment phase should be usedindbroupper level reporting, but
also for real time corrective actions. In additidhis information could be used to
improve trust management (e.g. through event taggéaputation mechanisms etc) in



complex outsourcing environments. MASTER framewfmk integrated compliance
management is one of the first attempts to provaeerent coverage of these issues.

4 Modeling Compliance Management in MASTER

In the emerging outsourcing environment, the BPGeawice provider may not be
able to offer all the required information or compte evidences to the customer, the
business process owner. Customers might believeethents or related evidences
provided by service providers are not authentiaviSe provider may not want to
reveal all contents of events emitted by the outsedi business process or shared
services, since this may expose sensitive infoonatibout the service provider
unnecessarily. In addition, customers can constiafiormation flow of sensitive
information or can impose security objectives facketype of data. Consequently, the
whole trust framework for Compliance Managemenuness some re-assessment for
these environments with multiple trust levels (w#l wse shorter term multi-trust
environment).

One possibility in the complex outsourcing scen#sito move the responsibility for
the fulfilment of the control objective to the ootscing-provider together with the
outsourced business process. To establish an agnéebetween parties, key
assurance indicator (KAI) can be used. The basia likhind the indicators originally
introduced in [22] is that they give a meaningfubleiation of compliance of the
process (Key Assurance Indicator, KAI) and measung well the control process is
implemented (Key Security Indicators, KSIs). Moognally speaking, KAI defines
how good is the process P is with respect to tealigrocess P (ideal), e.qg. if all the
traces of this process are 100% compliant. Altévabt, service provider might
expose the controls in place which implement tlgpiired control objective (KSI in
this case). The intuitive meaning of Key Securitgitator for Correct Operation of
Controls (KSlcorrect) is that it defines how goa@a given control process (CP)
applied to business process (BP) with respect tadéziP applied to BP. In the
KSlcorrect definition we also use an evaluationction that compares a result of
applying CP to BP and result of CP(BP) that is gisoduced by CPideal(BP).
Intuitively speaking, in this way we define how gods the CP with respect to
CPideal for our BP. Another indicator is Key Setyutndicator for Control Coverage
that, for a given observation period O and evatumatiunction Eval, defines the
coverage of our BP by the given CP (full definisazan be found in [22]).

The advantage of approach that uses KSI is thaptbeiders can make their own
choice on how to implement the control (as longtas complies with the abstract
specification of the control process or as longitaguarantees satisfaction of the
outsourced control objective) and thus keep therobmover the business process.
However, the service provider might not be abléntplement the specified control
process or might not want to be responsible forvibtation of the control objective.
In this case the implementation of the control otiye and responsibility for its
fulfilment is kept external from the party which plements business process Thus,
the service provider doesn’t have to worry abow &nforcement of the control



objective, but must provide sufficient visibilityja control to the party responsible for
the control objective fulfilment to enable monitagiand enforcement of this control
objective. The advantage of this approach is that providers do not have to
implement any controls and thus the provider silacis more flexible (assuming
enough evidence and control are provided). Howeseryice providers might not
want any external influence on their business peeg due to the possibility of
violation their internal regulations, and might neant to provide information the
process uses internally due to the informationldigze. Thus, the outsourcing-client
(or service requester) and outsourcing-providers@vice provider) need to agree on
how much control and visibility are provided on tbae hand and how much
responsibility the provider holds on the other hafde challenge in this case is an
appropriate disaggregation of the control objectrel the corresponding control
process (implementation of the control objectivg)arts of it will be ensured on the
provider side and other parts on the requester bidease where parts of the control
objective are outsourced, they specify high-leeguirements the provider must fulfil
(outsourcing on the specification level, defininghat” must hold). In case control
process fragments are outsourced, they define aaibstperational semantic the
provider must comply to (outsourcing on the impletagon level, specify “how” to
do it). To enable outsourcing on the specificatimal implementation levels, service
providers must describe available functionalit@®xecute outsourced parts, such as
monitoring and enforcement capabilities.

a) Managed b) Value- ¢) Combo-
security services driven sourcing
with TPA partnership
A 5p M cr O owner Q) erosp
® cs ® 4s Q TP ASP Q csP

Fig. 1. lllustration of different outsourcing settings dialvs for CM

In practice, control processes and a CM componétement is constrained by
organizational governance models as well as a mgppetween equivalent or



complementary aspects of organisations that ar@vad in trust-driven exchange of
information. The following roles are defined:

e Customer (owner of business process)

e Service providers (SP), here regarded as businesggs outsourcer (BPO)
and Cloud Service Providers (CSP) that offer comdion and delivery
model for shared IT services

» Third-party (TP) that offers services, such as ss®ent or auditing. Both
SP and customer might want to use these third-sanyices (ASP is Audit
Service Provider)

Compliance related events could be later automnibtickelivered either to the
customer or to the TP that has compliance assesd¥mewledge and capabilities, as
well as necessary event correlation or intelligertoels. Automated evidence
gathering for compliance purpose, however, becomegnificant challenge in the
case of processes outsourced to the BPO that aks® another outsourcer or CSP
services such as storage or computing. An additichallenge is when service
running at CSP is shared by several customers &Rl can not provide segregation
of events so that the right information goes tortgbt customer. The following figure
presents a number of combinations between buspesess (BP), control process
(CP) and cloud services (CS). All of these mightréguested to provide events or
evidences to the TP services such as assessmanesdAS) or external auditors. As
we will see, the operational effectiveness of thematrols depends strongly on trust
between these stakeholders.

In all depicted settings there should be an agregmerresponding to each data flow
that spans two different “trust zones” and thatudes constraints from both points of
view. MASTER assumes the existence of a sharedbwdary between organisations
(possibly negotiated offline), which is then usedabel organisations, processes, and
data. Once this labeling is in place, policies sash‘don’t send data labelled X to
organisations labelled Y” can be stated.

Another situation occurs when the service provitay not be able to offer all the
required evidences to the customer, such as tleeafasvent generation at CSP. The
typical public cloud service provider offers geweservices (with some configuration
options) to many clients. While each client regsiibeing perfectly isolated from all
other clients, the service provider has differematysvof achieving this requirement.
Basically, the service provider has to decide aictvhayer it wants to enforce the
isolation. For example, if all applications share same operating system, which may
run on a massive compute cluster, multiple instaréASTER can be deployed on
the operating system so that each client applicatias its own MASTER instance
and there is no chance that client accidentallg seents from other clients (see also
[15] and [21]). However, operating system leveltcols may not be efficient as they
can no longer be configured to meet the requiresnentall clients. For instance,
when a single application instance at CSP accomtesdaultiple clients, it becomes
very difficult to tell which client generated theents.



5 Mechanismsto managetrust in MASTER

If we look at today’s TP audit services, whereiaditional audits are conducted for
“after-the-fact” detection, often through manuaécks by expensive consultants, we
will see that implicit trust is already contemplhte this model. TP auditor usually
physically visits the company and controls whetliee company has correctly
interpreted the existing regulations, whether aardctivities adequately covered the
risks in the audit scope and have been correctpldmented, or whether business
processes have been executed according to theiggolidlthough required
interventions or authorisation are stipulated imtcacts or depend on business
affiliation, in practice there is always also a jeetive component. Business
relationships are based not only on business atféilh between parties, but also on
the past history of working together, dispositiomward each other’'s expected
behaviours, collaborative membership in commone&sicand so on. Therefore, there
are elements of business relationship that arertaioty (the degree to which one
party can predict the actions of another) and albiéity (the level of consequence
that occurs as a result of relating). The expemtatiof the behaviour of a party are
also subject to change in time and the perceptfohe quality of the performance
depends on these expectations. In this sense,léwedt can also be seen as a local
value based on local context and reputation.

Evaluation of trust mechanisms was done during ithplementation of the first
prototype for the financial sector scenario witthie MASTER project. The prototype
comprises two different parts: the simulation ofe tibusiness flow and the
conceptualization of the several entities which paget of the financial field. The
evaluation contained trust-related information &dlrinvolved parties although it is
focused on the architectural design and the so#étwmplementation taking into
account the project's test-bed and the natureeofttution MASTER is intended to
provide. The scenario involves users interestetthénfinancial status of companies —
ie. a bank that needs to decide whether to grdoam These users can initiate the
simulation of the scenario by performing serviceshsas a Debtor Identification
followed by a Risk Classification Request. Idepttion of the debtor company is
done by its tax code or name. In the latter casendy result in a number of
companies from which the user directly selects ohiee debtor information is
displayed to the user, which inputs the risk infation —requested amount, payment
deadline, etc. The external expert is queried ik information about that particular
debtor company following an automated decision .tréée evaluated several
possibilities to increase trust, namely adjustahleomation, delegation mechanisms
and compensation actions.

Our conclusion was that the level of automationusthde adjustable for the control
of flow that goes back and forth between the hursapervisor and the Control
Infrastructure. This level may include also mancmtrols that could be monitored
from the Control Cockpit. However, the input for maal controls would not be the
event traces but would be from the human operatwe.decision on automation level
will depend both on component placement in outdagrsettings and trust between
involved event producers and consumers. This méwtisve will likely have to add
administrative delegation in the next prototypesiar. The trust level could be then



increased by applying more complex monitoring rulefich execute additional
checks on the middleware or even hardware evesl.l@hese rules take advantage
of SOA and the possibility to decouple the compaseesponsible for signaling and
monitoring of events (evidence collection part d)Cand components responsible
for correlation and assessment. SP can delegaéssacontrol to a third party with a
higher reputation if this results in the overalldr level increase. The administrative
delegation mechanism offers ways to apply finergrdidistributed access control to
monitoring and configuration rules in MASTER. Imal control process owner may
delegate or specify who can have access to whichSMZR infrastructure
components.

6 Related work

A rather recent approach in CM is to provide someel of automation through
automated detection. The majority of existing saftev solutions for compliance
follows this approach. The proposed solutions himbd& variety of event generating
components and prepare data that supports aud#gainst hard-coded checks
performed on the requisite system. These solutiftes specialize in certain class of
checks, for example the widely supported checks rfate to Segregation of Duty
violations in role management systems. Howeves #pproach still resides in the
space of “after-the-fact” detection and there mitied applicability to outsourcing
environments. In situations where complexity of #iation is conditioned by the
presence of dynamically changing processes withicgs sometimes shared with
other organisations, the complexity of compliancenagement requirements yields
for a highly systematic and well grounded approactt we believe that MASTER is
the right step in that direction.

There has been ongoing work on semantic compliara@agement, as shown in [11]
and [12], where an approach for semantic compliameamagement for BPM is
presented. However, the approach used concent@iesmplementing internal
controls based on static risk assessment. In andignanvironment, such as the one
that we address, risks are only partially knowntlee moment of compliance
engineering.

Another approach is presented in [13] where théastintroduce the modelling of
internal control objectives in business processes anean to integrate compliance
requirements in business process design. Polickesiaant to be more generic and do
not depend on the previous definition of risks mogesses. Like in our approach,
policies are meant to be directly extracted frogufatory requirements which allows
exchange of policies between stakeholders or desawy of policy conflicts.

There are also other approaches [14] that use iddogic to model obligations and
permissions, which can then be used in the desigise of a business process to
verify the compliance of the process. There is alseady a lot of work on trust and
compliance, including trust calculi. In regard tM®usiness environment modelling,
a related approach is for example Service Netw(BR¢), a graph-based approach to
model a business environment as a set of busiresseps and their relations. The



refinement from SNs to executable processes antvaa services has been
motivated in [9] and first steps towards mappin@bdfs to service choreographies are
described in [10]. Similar to MASTER, the value @dhtions are based on a set of
Key Performance Indicators (KPI) for measuring fherformance of underlying
business processes of the SN. The main differdmmsever, is that our focus is on
Compliance Management and KPI are used to comp@redmpliant event traces
(i.e., traces that have been made by running aal g®cess) to all traces that have
been made by a process within an observation petioticators are based on
evidence, which in the context of MASTER is alscoyded by event traces.
Therefore we can easily related policy violatiorkéy performance indicators.

Clearly, trust management, contract managemenaatwmhomic security mechanisms
are important aspects and these topics have beeadsl extensively investigated.
Trust management was firstly defined in [23] asc@mponent of security in network
services. Trust management problem include forimgasecurity policies and
security credentials, determining whether particidats of credentials satisfy the
relevant policies and deferring trust to third @'t The pioneers of trust
management have been tools such as PolicyMakerdi2d]KeyNote [25]. Another
very well known tool is Simple Public Key Infrastture/Simple Distributed Security
Infrastructure [26] that merged two previous apphes SPKI and SDSI, which
combines binding names to public keys with auttadiin services. Few ideas of trust
management are reflected in Cassandra [27], wBiehrble based trust management
system ,Trust Policy Language (TPL) [28], and QuEeytificate Manager (QCM)
[29]. The topic of trust also incorporates issugshsas trust establishment and trust
negotiation. The existing research work and toodsexploiting different properties of
trust, such as its relativity to a given contexat(absolute), its directionality (from a
relying party to a trusted party), its quantifialyil its existence and evolution in time
and its transferability (potentially in absence refational transitivity). Trust is
modelled differently based on the reference apgtinaand nature of the established
relationships between interacting entities. Howevas we show in MASTER
complex outsourcing scenarios, the challenge igrtable trust management with
more modular that combined with distributed Commia Management
Infrastructure, could support the different phased evolving models of outsourcing
life-cycle.

7 Conclusions

As organizations are continuously exposed to amesachumber of newly appearing
and / or changing threats and as emerging outsauroodels affect its operation or
the fulfillment of its objectives, the risk basadiis on a continuous shift. In addition,
cost-driven changes in outsourcing settings, sscthe use of shared services, might
be in conflict with coherent compliance managemamd governance alignment.
Here we have presented a compliance model framethatishould fit a wide variety
of needs as well as business models.



Compliance Management and related tools are atigpetitention of both software
vendors and customers that own business procelsatsre subject to regulatory
compliance. An increasing number of organisatiomse aoving towards the
automated evidence data collection through deploymoitools while more advanced
organisations use also automation of control chacksprocess (CCM/A, Continuous
Control Monitoring or Auditing through tools sucts &GRC (governance, risk,
compliance) software). This is obviously bringingmy benefits, such as for example
alignment of governance levels or executive dasttbdmplementation, where
different risk or compliance views are presenteddifferent governance levels.
Although GRC tools can help management and interaatitors in the
monitoring,and auditing of business processeg; thi# need to trust these tools,.
Therefore, external auditors will first need to fpem general computer controls
reviews on these tools to get reasonable assutaat@re operated and maintained
securely. The other issues that influence dynamiaf trust in described
environments include, for example, trust in inpotsnonitoring tools (e.g. integrity
of events produced at service provider or everegaaggregated by some software
component) that have been monitored). In this pagepresent approach based on
adjustment of automated compliance evidence -cadlect flexibility in CM
component placing, administrative delegation meidms and fine-grained
compliance monitoring policies. These CM innovasiowould potentially bring
changes in future business models that includel tharty assessment and external
auditing.
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