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Abstract. Model Driven Architecture is an approach to increase the quality of
complex software systems by creating high-level system models and
automatically generating system architectures and components out of these
models. We show how this paradigm can be applied to what we call Model
Driven Security for inter-organizational workflows in e-government. Our focus
is on the realization of security-critical inter-organizational workflows in the
context of web services and web service orchestration. Security requirements
are specified at an abstract level using UML diagrams. Out of this specification
security relevant artifacts are created for the target reference architecture based
on upcoming web service security standards.

1 Introduction

E-government refers to the use of the Internet and other electronic media to improve
the collaboration within public agencies and to include citizens and companies in
administrative processes. A core aim of e-government is to bring about a digital
administration in order to enhance quality of service (e.g., additional online
information or service offerings) as well as efficiency (e.g., reduced case processing
times, fewer errors or using fewer resources to accomplish the same task).

The implementation of e-government solutions is a very complex task that can only
succeed if IT-experts and domain experts co-operate with each other at a high level of
abstraction right from the beginning. Security issues rooted in provisions and
regulations play a very critical role. These include security requirements of public law
(i.e., Austrian Signature Act [1] and the Austrian E-Government Act [2] as well as the
Federal Act concerning the Protection of Personal Data [3]), the Austrian Security
Manual [4], the OECD Guidelines for the Security of Information Systems and
Networks [5] and internal security requirements of the municipalities.

Security requirements must not be considered as an isolated aspect, but during all
stages of the software development cycle [6], [7]. As the engineering of security into
the overall software design is often neglected, different approaches for integrating
security in the system development cycle have been proposed [8], [9]. Nevertheless,
they do not yet exploit the potential of a model driven approach.
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Model driven software development is particularly appealing in the area of security
as many security requirements adhere to certain categories (e.g., integrity) and can be
described in implementation-independent models. In most cases, the development of
security-critical systems is based on a set of well-known counteractive measures (i.e.,
protocols, algorithms) for which the correctness has been proved.

In this paper we give an overview of our approach to the model driven realization
of security-critical inter-organizational workflows in the context of web services and
web service orchestration. The description of security requirements is performed at a
high level of abstraction. Security relevant artifacts are generated for a target
architecture. A detailed description of the different aspects can be found in [10], [11].

Our approach provides a specification framework for the design of collaborating
systems in the context of the platform-independent web service technology. It also
supports the systematic transition from security requirements, via the generation of
security artifacts, to a secure solution based on a web services platform. The
specification of security requirements is performed in a platform-independent way
and can thus be applied by domain experts without in-depth technical knowledge.

The structure of the subsequent sections is as follows. After providing an overview
on web services composition, web services security and Model Driven Architecture in
Section 2, we present a case study in Section 3, and describe our model driven
approach in Section 4. Finally, section 5 gives an overview of related work and
section 6 draws the conclusion.

2 Backgrounds

2.1 Web Services Technology

The emergence of web services technologies together with workflow composition
languages allows for an easier and platform-independent collaboration between
partners (.e.g.: governmental and local authorities). WS-BPEL [12] is a workflow
composition language for web services and provides support for abstract business
protocols and executable business processes. A business protocol specifies the public
message exchange between parties and abstracts from how they are internally
processed, while an executable business process models the behavior of a partner in a
specific business interaction. WS-BPEL is an appropriate top layer standard to the
web services protocol stack, including WSDL [13], SOAP, UDDI, WS-Transactions
[14] and related standards. An alternative standard to describe business protocols is
WSCI [15]. BPML [16] can be used to model executable business processes.

2.2 Web Services Security

As web services are often composed to carry out complex business transactions, not
only the web service itself has to be secured, but also the message exchange between
different web services. WS-Security [17] specifies a mechanism for signing and
encrypting SOAP messages, and is used to implement message integrity and
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confidentiality. It also supports the propagation of the authentication information in
the form of security tokens (e.g., Kerberos tickets or X.509 certificates). XACML
[18] provides access control mechanisms and policies within documents, while
SAML [19] represents authentication and authorization decisions in XML format and
is used to exchange this information over the internet (e.g., to support single sign-on).

2.3 Model Driven Architecture and Security

Model Driven Architecture (MDA) is an approach for the design and the
implementation of applications that aims at cost reduction and application quality
improvement [20]. At the very core of MDA is the concept of a model (i.e.,
abstraction of the target system). MDA defines two types of models, a Platform
Independent Model (PIM), describing the system independently from the intended
platform, and a Platform Specific Model (PSM) describing the system on its intended
platform (e.g., J2EE or .NET). The process of converting a PIM into a PSM is called
transformation. Models are described using a well-defined modeling language such as
UML. Model Driven Security is based upon MDA in the sense that security
requirements are integrated into design models, leading to security design models.
Transformation rules of MDA are extended to generate security infrastructures [20].

3 Case Study

Our methodology for the systematic design and realization of security-critical inter-
organizational workflows is illustrated by a portion of a workflow drawn from the use
case “Processing of an Annual Statement” (Figure 1) describing the interaction
between a business agent (the Tax Advisor) and a public service provider (the
Municipality).

Tax Advisor Municipality
Process Annual
Statement

Stipulate Tax Duties

Send Annual Annual
Statement Statement

Check Notification Notification

Fig. 1. Processing of an Annual Statement (Portion of Workflow)

The use case was elaborated within the project SECTINO, a joint research effort
between the research group Quality Engineering at the University of Innsbruck and
the Austrian Research Center Seibersdorf. It is based on a case study involving a
major Austrian municipality. The project aims at the development of a framework
supporting the systematic and efficient realization and management of innovative e-
government related workflows with a special focus on security requirements.
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In Austria, all wages and salaries paid to employees of an enterprise are subject to
the municipal tax. Businesses have to send the annual tax statement via their tax
advisor to the municipality which is responsible for collecting the tax by the end of
March of the following year. The municipality checks the declaration of the annual
statement and calculates the tax duties. A notification with the amount of tax duties is
then sent to the tax advisor by mail. Ultimately, the workflow should allow the
declaration of the municipal tax via the internet.

One of the project goals is to analyze security issues that may stem from the
migration of the workflow to an e-government based solution and create the necessary
run-time artifacts for the target architecture through model transformation.

4 Model Driven Security for Inter-Organizational Workflows

In this section we present our approach to the management of security related aspects
within the development process (Figure 2).
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Fig. 2. Model Driven Security for Inter-Organizational Workflows

The development of security-critical inter-organizational workflows starts with the
analysis and the design of the workflow, followed by a risk and threats analysis, and
the security requirements specification (Section 4.1). Security requirements are then
modeled in a platform-independent way at different levels of abstraction (Section
4.2). These four steps are executed iteratively, following a five step approach for
security analysis called Micro Process for Security Engineering. The requirements are
finally transformed into run-time artifacts for the target architecture (Section 4.3).

4.1 Security Analysis

Security related aspects within the development of inter-organizational workflows are
tackled by a five step approach as illustrated in Figure 3 [9].
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Table 1. Sample Scenario of a Security Analysis at the Global Level

1. The data exchange within the “Processing of an Annual Statement” has to comply
with the requirements of integrity and confidentiality.

2. This workflow is open to the threat that a third unauthorized party may try to read
and to modify the exchanged data.

3. The probability of occurrence is estimated as medium, the possible damage is
estimated as substantial.

4. The measures to counter the threats involve encryption and digital signatures.

5. The proposed measures are checked. There remains the requirement that the two
partners have to authenticate each other.

The Micro Process for Security Analysis is performed at different levels of
abstraction (i.e., at the global, the local and the component level). Requirements and
measures are explored and described at the appropriate level of detail based on given
artifacts (e.g., the global workflow model). Table 1 illustrates the security analysis
process using a sample scenario (Section 3).

Requirements Elicitation

Specify security requirements in the context of a given artifact (e.g.
the global workflow model).

Threats Modeling

Gather potential threats related with the security requirements.

Risk Analysis

Estimate threat occurrence and the potential harm (quantitatively or
qualitatively) to decide whether a threat has to be countered or not.

Counteractive Measures Design
Design appropriate cour based on the result of

the risk analysis

Correctness Check

Check measures (formally or informally) against the requirements

and decide which reﬂuiremem.s still wait for realization. /
Fig. 3. The Micro Process for Security Analysis

In the early phases of design, security requirements are expressed in a textual way
(e.g., by a security relevant section within the use case specification). In the context of
the UML notation we provide extended notation techniques. Security requirements
are related to each other so that they can be traced from one level of abstraction to the
next (i.e., each requirement is transformed into one or several requirements or into
some counteractive measures at the abstraction level underneath).

4.2 Model View

In the context of this paper a workflow describes a network of partners cooperating in
a controlled way by calling services and exchanging documents. Our method of
designing security-critical inter-organizational workflows is based on two orthogonal
views: the interface view and the workflow view. The latter is further divided into the
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global workflow model describing the message exchange between cooperating
partners, and the local workflow model describing the behavior of each partner. The
application of these orthogonal perspectives allows us to combine the design of
components offering services that may be called in different contexts.

This paper focuses on programming in the large [21] and assumes the business
logic itself to be given. As there is no central control of the process, the inter-
organizational workflow is designed by representatives of the partners involved in the
workflow. Actions are allocated to specific partners in the global workflow model.
Every action corresponds to some business logic implemented at a partner node.

Very often partners have already implemented some kind of application logic,
maybe even made it accessible to customers as a web service. In this case, the
development of an inter-organizational workflow requires an inside-out proceeding.
The interface of the application logic is projected onto the interface model. The
interface model of every partner’s node describes the public part of the local
application logic, which is accessible to the inter-organizational workflow and
conforms to a uniform technical, syntactical and semantic specification the partners
agreed upon. If for example, the partners agree to implement the global workflow
based on web-services, some partners will have to provide a web services wrapper for
their application logic; they may decide on parameter formats, interaction protocols,
operation semantics or run-time constraints specification, information is typically
published in WSDL files and technical Models (tModels) of UDDI Registries.
Accordingly, in an outside-in proceeding, the interface model represents a
specification of the functional requirements the partner has to implement at its node.

From a security perspective, the interface model deals with security requirements
from the components’ point of view, while the workflow model deals with the secure
exchange of documents between different partners. In the sequel we briefly sketch the
different models, followed by an explanation of the inter-model dependencies.

Global Workflow Model. The global workflow model describes an integrated
abstract view of the workflow involving partners in autonomous organizations. The
global workflow describes the interaction of partners abstracting from internal
processing steps and does not contain any connection to the business logic.

The global workflow is modeled as an UML 2.0 activity diagram [22] describing
sequences of actions, which represent web services. For each action, we specify
which partner is calling the service, which partner offers the services and which
documents are exchanged. We enrich the activity diagram of the global workflow by
a qualification of the document exchange with security requirements. Figure 4 shows
the document exchange between two public service providers requiring compliance to
the security requirements of confidentiality and integrity. Security requirements are
modeled in compliance with the UML 2.0 Metamodel by attaching a constraint, to the
ObjectNode. The ValueSpecification of the constraint consists of attributes assigned a
set of element nodes corresponding to the document parts to be encrypted and signed.

In our example, every part of the document sent from the Tax Advisor to the
Municipality is meant to comply with confidentiality and integrity. At runtime, the
Policy Enforcement Point, acting as a security gateway, will have to sign and encrypt
the document at the company’s boundary according to a security policy configuration
file containing the above mentioned requirements (section 4.3).
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Tax Advisor Municipality

Send Annual Annual Process Annual
Statement Statement Statement

<<SecurityRunTimeRequirements>>
{isConfidential=/Message}
{isSigned=/Message}

Stipulate Tax Duties

Check Notification Notification j

<<SecurityRunTimeRequirements>>
{isConfidential=/Message}
{isSigned=/Message}

Fig. 4. A Sample Document Flow with Security Requirements (Global Workflow Model)

Local Workflow Model. The local workflow models define the portion of the global
workflow each partner is responsible for. They are developed for each partner type.
The local workflow is an executable process description that considers service calls
from the outside, and contains internal actions as well as connections to the business
logic. It is a direct input for a local workflow management system and is typically
developed internally by partners. Referring to the sample process, the global
workflow model captures the protocol between the online municipal tax component
and the involved partners like the Municipality and the Tax Advisor, while the local
workflow model describes the sequence in which the component accepts and
processes incoming messages based on the services described in the interface model.
The local workflow model describes the necessary processing steps to calculate the
tax duties. These steps are performed internally and are invisible to the outside.

Interface Model. The interface model describes a component offering a set of
services with given properties and permissions. Security requirements at this level of
abstraction involve the support of a role model and the specification of access rights
for particular web service operations. We describe access rights formally and
platform-independently using OCL, a predicative sublanguage of UML [23]. The
OCL specification is then transformed into an XACML-policy file via automatic
generation. A more detailed description of the interface model can be found in [10].

Model Dependencies. Security requirements specified in the global workflow model
have to be mapped in a consistent way to the local workflows of all cooperating
partners, which reflect the business logic in their local environment.

Partner A in Figure 5 is responsible for the implementation of the business logic
covering Actions 1, 2, 5 and 6 in the global workflow model. This can be seen as an
abstract functional specification of the application logic a partner has to contribute to
the global workflow. All the partners together agree on the signature format and
naming conventions for the interfaces they provide to each other. These interfaces are
visible to all partners and represent entry or exit points for data, messages or
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documents, either entering the local workflow for further processing or leaving it after
processing (e.g., OP; (Msgl):= Msg4 in Figure 5).

In a second step, the partners map the interfaces of their local business logic to
operations in the Interface Model (e.g., LocaloPs (LocalMsgl) in Figure 5). They
are not visible to the partners and are used during the execution of their own local
workflows in order to perform additional workflow actions.

Global Workflow
Client Partner A Model Partner B

II Local Workflow Model ‘\ Local Workflow Model
/ Partner A \ Partner B
\
|
|

- - [«»
] X

1 y)

T 7

| Interface Model ~ Interface Model

I Partner A _~ Partner B
- OP3 (Msc2)

i
OPL (Msel):= Msed — — —
¢ ) LocALOPy (LocALMsG1)
LocaLOPg(LocALMsG1)

P4 (Nsc3)

Fig. 5. Interface, Global and Local Workflow Model

In the global workflow model, either one or two actions are mapped to an
operation in the interface model depending on whether the message exchange is
asynchronous or synchronous. Van der Aalst et al. [24] present a formal approach
based on Petri nets for the design of inter-organizational workflows guaranteeing
local autonomy without compromising the consistency of the overall process. In our
terms, this means that - in a peer-to-peer fashion — the local workflows should exactly
realize the behavior as specified in the global workflow.

3.3 Target Software Architecture

In this section we present our target architecture for a partner which offers a portion
of a distributed workflow. The architecture is based on the data-flow model of
XACML as described in [18]. Figure 6 shows the software architecture in the view of
a partner who implements his portion of the global workflow as a local workflow and
offers an interface to its partners.



Model Driven Security for Inter-Organizational Workflows in e-Government

Tax Advisor

PEP Configuration Engine

Internal Web Services
Workflow Engine

Internal
Policy Enforcement Point

External
n Pol\cyEnfcrcememPcmt

0 (s) o

1
1 Policy Decision Point Policy Repository Policy Decision Point

Other Partner

Municipality

Fig. 6. Target Software Architecture

The core component is the workflow engine (1), which implements a choreography
language such as WS-BPEL [12] or BPML [16] and aggregates and controls the
sequence of existing Web services (2) to a composition that may be offered as a web
service of its own to external business partners (3) and (4).

Table 2.Security Objectives and their Implementation in the PEP Component

Security
Requirement

Security
Component

Provided
Functionality

Used
Technologies & Standards

Authentication

External PEP
Policy Decision Point
Policy Repository

SOAP Firewall (Message Structure Processing)
SOAP Firewall (Auhtorization Policies)
Policy Archive

SAML, WS-Sec, XML-Encr. XML-Sign, PKI, WSS4J, XML
XACML, XML
XACML, XML

Authorization Internal / External PEP SOAP Firewall (State-Dependent Permission SAML, WS-Sec, XML-Encr., XML-Sign, PKI, WSS4J, XML
Check,Mapping Global to Local Access Rights)
Policy Decision Point SOAP Firewall (Auhtorization Policies) XACML, XML
Policy Repository Policy Archive XACML, XML
Confidentiality External PEP SOAP Firewall SAML, WS-Sec, XML-Encr.,XML-Sign, PKI, WSS4J, XML
PEP Configuration Engine |Check of Complimnace to Security Requirements  |PKI, WSS4J, XML
Integrity refer to "Confidentiality” refer to "Confidentiality” refer to "Confidentiality”

Non Repudiation refer to "Confidentiality” refer to "Confidentiality” refer to "Confidentiality”

SAML Security Assertion Markup Language (SAML)

XACML Extensible Access Control Markup Language (XACML)
sign XML Digital Signature

Encr XML Encryption

ws-Sec Web-Services Security Specification

XSD XML Schema Definition

WSS4J Web-Services Security for Java

XML Extensible Mark up Language

PKI Public Key Infrastructure

Our prototypical generator is based on WS-BPEL, a workflow composition
language for Web services. WS-BPEL is an appropriate top layer standard to the web
services protocol stack, including WSDL [13], SOAP, UDDI, WS-Transactions [14]
and a multitude of related standards. We use BPWS4J as a BPEL engine [25].

In order to provide a trusted domain atomic and composite web services are
wrapped by security components. The Policy Enforcement Points (PEP) act as
security gateways. The external PEP (5) implements security objectives like user
authentication, confidentiality and integrity regarding data exchange with external



Model Driven Security for Inter-Organizational Workflows in e-Government

partners, whereas the internal PEP (6) enforces access rights. It checks invocation
requests from workflow partners to exposed services and then forwards requests to
Policy Decision Points (PDP) (7) and (9) which check the requests according to some
policy stored in the Policy Repository (PR) (8). The PEP Configuration Engine (10)
supports the configuration of the security components acting as a repository for XML
files that provide specific instructions to the Policy Enforcement Points.

Security requirements in the workflow models are implemented through basic
concepts like keys, encryption, signatures and certificates based on XML and SOAP.
Access control requirements are expressed in XACML, which is an XML based
OASIS standard for a policy and access control decision language [19]. Table 2 gives
an overview of the security requirements, the security components, the functionality
the components provide and the underlying standards and technologies.

5 Related Work

Related work can be found in several areas. A number of approaches deal with secure
document exchange and workflow management in a centrally organized environment.
Among these are the Author-X system [26], PERMIS [27], and Akenti [28]. Often a
central control is appropriate, but there are also many application domains requiring a
local organization.

A whole community deals with inter-organizational workflow management
systems [24], [29], [30], [31], [32], [33]. We do not aim to contribute a novel
approach to this field. Instead, we rely on UML models for modeling workflows and
existing workflow management systems based on web services technology. Security
extensions at a low level of abstraction for workflow management systems are treated
in [34], [35], [36], [37].

Model driven approaches that are close to the idea of our framework are [38], [39],
[40]. Lodderstedt [20] introduced the notion of Model Driven Security for a software
development process that allows for the integration of security requirements into
system models and supports the generation of security infrastructures. These
approaches deal with business logic, our approach deals with workflow management.

6 Conclusions and Further Studies

In this paper we have given an overview of our approach to Model Driven Security of
inter-organizational workflows. Our framework is based on the idea of specifying
security requirements at the abstract level of UML models and generating security
components in the context of web services, web service orchestration and the
upcoming related security standards.

At this stage, we have finished specifying the underlying concepts and evaluating
adequate standards. Extension efforts are heading for several directions. We are
working on the transformation functions and on an implementation of the core of the
code generator for a run time architecture based on web services technology. We aim
at the extension of the list of security requirements that can be expressed within our
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syntactic framework by considering additional features for basic security
requirements (e.g., the distinction of documents signed by actors or by systems
according to various legal requirements) and by introducing new types of complex,
domain specific security requirements (e.g., transactional security requirements for
electronic banking). Our case studies in the field of e-government show us an
increasing demand for high-level development of secure workflow realizations.
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