Audio CAPTCHA for SIP-based Vol P
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Abstract Voice over IP (VolIP) introduces new ways of communicatiohilevutiliz-
ing existing data networks to provide inexpensive voice gamications worldwide
as a promising alternative to the traditional PSTN telegh&@Pam over Internet
Telephony (SPIT) is one potential source of future annogand/olP. A common
way to launch a SPIT attack is the use of an automated proeébat), which gener-
ates calls and produces audio advertisements. In this jgaegoal is to design ap-
propriate CAPTCHA to fight such bots. We focus on and develafiaCAPTCHA,
as the audio format is more suitable for VoIP environmentsva@ implement it in
a SIP-based VolP environment. Furthermore, we suggest\aidate the specific
attributes that audio CAPTCHA should incorporate in orddve effective, and test
it against an open source bot implementation.

1 Introduction

A serious obstacle when trying to prevent Spam over Intefe&phony (SPIT)
is identifying VoIP communications which originate fromftseare robots (bots).
Alan Turing’s Turing Test” paper [1] discusses the spec#édecof a human tester
who attempts to distinguish humans from artificial intedlige (Al) computer pro-
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grams. The research interest in this subject has spurrethaarnof proposals for
CAPTCHA (Completely Automated Public Tests to tell Compsitand Humans
Apart) [2, 3, 4, 5]. Commercial examples include major skeltders in the field,
such as Google and MSN, which require CAPTCHA (visual or @ydn order to
provide services to users. However, more advanced compiggrams can break a
number of CAPTCHA that have been proposed to date.

In this paper, we develop an audio CAPTCHA suitable for usgatP infras-
tructures, which are based on the Session Initiation Pob{&tP). We first illustrate
some of the SIP-based SPIT characteristics and presengioacid work. We then
explain how a CAPTCHA can be utilized in a VoIP infrastruetuin section 3, we
propose a classification of the characteristics/attribat@audio CAPTCHA. In sec-
tion 4 we briefly introduce a bot that is currently publiclya#able and will be used
for testing purposes. We also present an example of howisdives CAPTCHA.
In section 5 we implement a new audio CAPTCHA, which is basethe attributes
shown in section 3. Finally, we present the results of this {g@srformed to order to
evaluate its performance.

2 Background

SPIT constitutes a new, emerging type of threat in VoIP emvirents. It illustrates
several similarities to email spam. Both spammers andespitise the Internet to
target a group of users to initiate bulk and unsolicited ragss and calls, respec-
tively. Compared to traditional telephony, IP telephongyides a more effective
channel, since messages are sent in bulk, and at a low cao¥tetdes can use spam-
bots to harvest VolP addresses. Furthermore, since aat-tracing over IP is more
difficult, the potential for fraud is considerably greater.

A method that is widely used to uphold automated SPAM attecKAPTCHA.
The same technique can be used in order to mitigate SPIT. titaeha callee re-
ceives a call from an unknown caller, an automated reversadtest would be
triggered, which the spit-bot needs to solve in order to detepits attack. Inte-
grating such a technique into a VoIP infrastructure raiges issues. Firstly, the
CAPTCHA module should be combined with other anti-SPIT oaist i.e. not ev-
ery call should pass through the CAPTCHA challenge, sinch eadio CAPTCHA
requires considerable computational resources. A simedtas triggering of nu-
merous CAPTCHA challenges may eventually lead to denia¢nfise. Challenges
would also cause annoyance to users, if they had to solvearevéry single call
they make. Moreover, the CAPTCHA needs to be designed ineadly way to
humans and also remain solvable by them.
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2.1 CAPTCHA

A CAPTCHA challenge is a test that most humans should be alpags, but cur-
rent computer programs should not. Such a test is often basdthrd, open Al
problems, e.g. automatic recognition of distorted textpfohuman speech against
a noisy background. Differing from the original Turing teSAPTCHA challenges
are automatically generated and graded by a computer. 8irigdrumans are able
to return a sensible response, an automated Turing testdelatién the above pro-
tocol can verify whether there is a human or a bot behind tredletged com-
puter. Although the original Turing test was designed as asuee of progress for
Al, CAPTCHA is a human-nature-authentication mechanisnthis paper, we fo-
cus on audio CAPTCHA. These were initially created to engdeple that are
visually impaired to register or make use of a service thqtires solving of a
CAPTCHA. Nowadays, an audio CAPTCHA would also be usefukfedd against
automated audio VoIP messages, as visual CAPTCHA are haagply in VoIP
environments due to the limitations of end-user deviceas (B.phones). If an ade-
guate CAPTCHA is used, it should be hard for a spit-bot to@sadorrectly and,
thus, manage to initiate a call. Audio CAPTCHA also seenaative, as text-based
CAPTCHA have been proven to be breakable [7, 8, 9, 10, 11]. slelate our
results with user tests and with a bot that was configuredderaio solve difficult
audio CAPTCHA. The proposed CAPTCHA must be: (a). Easy fon&is to solve
, (b). Easy for a tester machine to generate and grade, (o.fblea software bot to
solve.

Estimate User
Success
Estimate Bot
Success

Select CAPTCHA
attributes

HC reate CAPTCHA

Decision: IF (UR>a) AND (BR<&)

UR: User Success Rate
BR: Bot Success Rate

&: User Rate Threshold
&: Bot Rate Threshold

Final CAPTCHA

Fig. 1 A generic CAPTCHA development process.

The first requirement implies that user studies are necgssarder to evaluate
the effectiveness of CAPTCHA. The latter ones imply thasawéth a new property
is required: the test must be easy to generate, but intledmpass without special
knowledge available to humans and not computers. Audiogrtion seems to fit
in the category. Humans can easily identify words in a noisyirenment, but this
is not true for computers. Specification-wise, CAPTCHA do meed to be 100%
effective at identifying software bots. A design goal for ARTCHA could be to
prevent bots from having a success rate greater than 0.019%ifge CAPTCHA
use increases the cost of a software robot, the CAPTCHA débesieffective, as
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long as this increased cost remains higher than the cosiraf ahiuman. In order to
develop a new audio CAPTCHA, we followed an iterative apphoéa) we selected
a set of attributes appropriate for audio CAPTCHA, (b) wedleped a CAPTCHA
that is based on these attributes, and (c) we evaluated tRI CAA by calculating
the success rates of a bot and a number of users until theésresrke satisfying and
the attributes did not require further adjustment (see Fig. 2

3 CAPTCHA attributes

High success rates by users is a key factor in deciding whéteeCAPTCHA is
effective or not. This is particularly important in the casfeaudio CAPTCHA, as
it does not only refer to VoIP callers, but also to visuallypmired users of a VoIP
service. Equally important is the success rate of a bot, lwhkiould be kept to a
minimum. Both factors depend on several attributes, whietclassified into four
categories (Fig. 3): (ayocabulary (b). background noisg(c). time, and (d).audio
production

Vocabulary attributes: CAPTCHA can vary based on the vocabulary used, by the
following attributes:

1. Adequate data fietdA data field (called alphabet) is used as a pool for selecting
the characters to be included in an audio CAPTCHA. For thesldgvnent of
our CAPTCHA we used an alphabet of ten one-digit numbers0j,8. Such a
choice allows the use of the DTMF method for answering thecaGAPTCHA.
Other examples of audio CAPTCHA that use only digits are tf&N\vand the
Google ones. A limited alphabet may make an audio methoe guinerable to
attacks. Therefore, in order to make the CAPTCHA solutiordéafor a bot, a
means that we adopted, is to use a number of different humesakeys for each
digit of the alphabet.

2. Spoken characters variatiodnother drawback is the use of a fixed number of
characters. Having a non variable number of charactersnmbgmtion with a
limited alphabet can make a CAPTCHA patrticularly vulneeata attacks. For
example, if only 3-digit CAPTCA are used and a bot can sudaigsecognize
2 of the digits, then it would easily reach 10% success.

3. Language requirementé&nother important factor is the mother tongue of the
users, as it plays a major role in achieving a high successhsahuman users.
This is particularly important in the case of audio methadkere there is a
greater difficulty in identifying spoken characters wheathother tongue differs
from that of the user. As a result, the language used shoudd tine scope of the
specific CAPTCA application. As a good practice, the spokearacters should
be few. The CAPTCHA we proposed can be adjusted for non Enghkers, as
the CAPTCHA are created dynamically and different charactan be added
easily.
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Background noise attributes: The background noise is another important attribute
of an audio CAPTCHA, as it increases the difficulty for an anébed procedure to
solve it [12]. The main noise attributes are the following:

1. Noise patternsThe noise, which can be added during the production of aevoic
message, can make CAPTCHA particularly resistant to adtdgkautomated
bots. Application of background noise requires a greaewaf such noises to
be available. These noises should be rotated in an erratimenaln our pro-
posal, instead of developing a repository with noises, waseto proceed with
a dynamic production of noises, which are distorted in a eamdnanner. The
way various noises are produced should prevent the easyjnation of them
by automated programs that use learning techniques. An @eanfi an audio
CAPTCHA which is vulnerable to attacks, because of the cstaditure of the
added noise is the MSN audio CAPTCHA (violated by the J. van\@ems
bot, success rate of 75%) [13]. The Google audio CAPTCHAh wihoise pro-
duction different than the MSN and with different annoursder each character,
appears to be harder for the same bot (33%) [13]. In any dasénial version of
the audio message, resulting from the combined use of diftatistortion tech-
niques and added noise, should be such that the majorityeo$ gan recognize
it as easily as possible.

2. Sound distortion techniqgueSound distortion techniques may prevent an auto-
mated program to isolate the spoken characters from a voéssage correctly.
One needs to select the scale in which a distortion methddw/@pplied to the
spoken characters, the background noise added, or botlleftination can last
for the entire duration of the voice message, or it can beiegpinly when char-
acters are announced, or even appear at random time irstidrvair CAPTCHA
the distortion is applied between the characters, as thpgreaas to be no effec-
tive method for evaluating how people understand digith @distortion.

Time attributes: During the production of an audio snapshot, a set of vaggbl
should be defined. These variables refer to the length oful®manessage, which
depends on: (a). the number of characters spoken, (b). raaters chosen, and
(c). the time required for each character to be announceithwdepends on the
announcer of each character. The beginning and the end bfobacacter spoken
should also be defined. This depends on the duration of eafadter, as well as
to the duration of the pause between the spoken characteish would vary for
each CAPTCHA. If the above time parameters follow specifittguas, then the
resistance of the audio CAPTCHA to an automated programdsitrease. In our
CAPTCHA, we tried to eliminate such time-related patterns.

Audio production attributes: An audio CAPTCHA production procedure should
be automated. An acceptable human interference referstorthe adjustment of
various thresholds.

1. Automated production proces$he automation of the CAPTCHA production
process is a desirable but hard to achieve property. Theuselements that
compose an audio CAPTCHA, such as the number of charactersnefssage,
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the different announcers of each character, the differaakground sound, the
timing and the distortion of the message, make the procemsdbstly and de-
manding of hardware resources. Our choice is to producedl@PTCHA pe-
riodically in order: (a) not to produce them in real-timedgip) not to produce
identical snapshots for extended time periods.

. Audio CAPTCHA reappearancén audio CAPTCHA should reappear rarely.
In any case, especially with short alphabets, every CAPTG${Axpected to
reappear after a while. Due to the attributes of the voicesagss (e.g., technical
distortion, added noise, language, speakers, etc.), aasvi the context of the
user (e.g., noisy environment, etc.), a voice message mayeridentified by the
user on the first attempt. Therefore, a second chance mayée. ¢in this case,
a different CAPTCHA should be used.

Between

Duration

ot

» Audio CAPTCHA‘
Production
Procedure

CAPTCHA
‘ Automated | ‘ Reappearence

Language
Requirements
Variable Character
Data field

Background

Intermediate

Fig. 2 Audio CAPTCHA attributes.

4 CAPTCHA bot

Frequency and energy pick detection bots

There are various methods/tools to recognize the wordsespiakan audio file, such
as the HTK toolkit [16] and the Sphinx [17]. These methodsdemanding in
hardware and time resources, because they use combinatispsech recognition
methods. Moreover, they do not focus on how quick they reaesalt but on how
correct the result is. Therefore, we selected a bot categloigh employs frequency
and energy peak detection methods and can be used to soleeGAITCHA for
the following reasons:

e Such bots have been proven effectbemonstrative (though perhaps not thor-

ough enough) tests of such bots against popular audio CARTi@tdlementa-
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tions have been successful [13, 14, 15] (e.g., SPIT premeiifrastructures,
registrations for visually impaired people, etc.)

e Such bots are easy to implemeRtequency and energy peak detection bots are
comparatively easy to implement using open-source softwar

e Such bots require limited time to solve a CAPTCHtAst CAPTCHA solving is
required because most services leave a small time frambadarusers to solve
the tests (5-15 sec), especially if VOIP services are censdl The CAPTCHA
solving bot must analyze and reform the solution to the dddiorm (SIP mes-
sage, DTMF, etc.), in a limited time frame.

e Such bots occupy a small amount of system recou#seautomated spam attack
is selected whenits cost is lower than employing human, Alspitter performs
multiple attacks simultaneously (e.g. the goal is to itéti&IP calls or messages
in parallel). Thus, a bot must be inexpensive in terms ofesysecourses, which
will allow the spammer/spitter to run several instanceshef bot at the same
time. Regarding time constraints, frequency and energl gegection processes
are less demanding than other approaches, which use diff@ethods such as
Hidden Markov Models (HMM) [16].

On the other hand, there are drawbacks when using thesentmtdy due to the fact
that they require a training session. In this session a hudsriifies a number of
selected CAPTCHA. The human recognizes the announcedatbes@nd records
them in afile, from which the bot receives the data to solveXARTCHA. The set
of training audio CAPTCHA might be extensive if the CAPTCHAtd field (alpha-
bet) is long. However, in the VoIP domain, the available alpdt is relatively small
as it contains only digits (0-9), which increases the aplility of the mechanism.

The bot used

For the purpose of this paper we used the bot developed byndaraVorm [13].
This bot uses frequency analysis and energy peak deteictiorder to segment and
solve an audio CAPTCHA. The bot works as follows: it first redtte audio file. It
skips as many starting bytes as the user has predefined (tbtaeostarting bells
that many services have, e.g. Google). Then, the samplégated with a hamming
window defined by the user. Each block is transformed intdtbguency domain
using Discrete Fourier Transformation. Then, the freqiesare putin a predefined
number of bins (the bins are not equally wide, the higher tegufency, the larger
the band). After that, the bot looks at the highest frequdriny Every block that
has more energy in a window than the predefined thresholdjgi®considered a
peak (see Fig. 3). These peaks are used to segment the aadiftfile different
spoken digits. Then the bot looks for a number of windows adoilne peaks and
prints all the frequency bins. This is the profile of the didite profiles of the digits
are then compared with the ones in the training file, and thsesit match is chosen
as a possible guess for each digit.

During the training session of the bot, the user gives astitgptine bot an audio
CAPTCHA. Then, for each profile of the digit that the bot chemsthe user en-
ters which digit it actually was (this procedure can be awttad if the user names
the audio files accordingly, i.e., if an audio CAPTCHA file lides the digits 3,



8 Yannis Soupionis, George Tountas, Dimitris Gritzalis

Ra

Sklpped bytes ‘ DFT

— Enerty Pick

Threshald Energy

Segmentation
m‘h ﬁ m Profile of the word & Com-
s ki

parison with train file

321
Fig. 3 Audio analysis of the bot.

2 and 1, the file name can be 321.wav). Obviously, the largentimber of audio
CAPTCHA in the training set is, the higher the success rdtib@bot would be.

Bot applicability to Sl P-based Vol P

In order to implement the bot in a SIP-based VoIP environraadtexamine its ap-
plicability, it was decided that the implementation progegishould consist of three
stages. The procedure and the exchanged SIP messagesrbtte/garticipating
entities are presented in Fig. 4

Stage 0: It is dominated by the administrator of the callees dom&nonfain2).
When the callees domain receives a SIP INVITE message, #nertaree possible
distinct outcomes: (a) forward the message to the callgrefbct the message, and
(c) send a CAPTCHA to the caller (UA1).

Stage 1: An audio CAPTCHA is sent (in the form of a 182 message) to tikerc
(UAL). In the proposed implementation, the caller is repthby a bot. It must
record the audio CAPTCHA, reform it to an appropriate audiofat (wav, 8000Hz,
16 bit), and identify the announced digits. The procedurgedds mainly on the
time needed to reform the message. Moreover, the partibotfaneeds approxi-
mately 0.10 sec to identify a 3-digit CAPTCHA and 0.15 secdentify a 4-digit
one.

Stage 2: When the bot has generated an answer, it forms a SIP mesgage b
ing SIPp [14], which includes the DTMF answer. This answesdat as a reply
of the CAPTCHA puzzle. If the caller does not receive a 200 O&sage, a hew
CAPTCHA is sent and the bot starts to record again (Stage 1).

The procedure above should be completed within a specifecftiame. This time
slot opens when the audio file is received by the caller angkslavhen the timeout
of the users input expires (defined by the service CAPTCHAidey). The duration
of the CAPTCHA playback does not affect the time frame begedls waiting time
for an answer starts when the playback is complete. If an @nawives before the
timeout, then it is validated by CAPTCHA service (and if itdsrrect the call is
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Fig. 4 SIP message exchange for CAPTCHA.

established), otherwise the bot has another try. In ourgsalp the bot is given 6
sec to respond to the CAPTCHA, whereas the maximum numbeteshpts is set
to three (3).

Table 1 illustrates the time required by the various stagehé proposed im-
plementation. The selected bot is able to answer propeiGABTCHA puzzle in
much less time than the proposed time frame. Since a CAPTGHl&sired to be
easy for humans, we suggest that the time frame, in whichaher should answer
the CAPTCHA puzzle, should not be less than 3 sec. That isusecaany groups
of users, such as physically impaired or elderly people, n@ybe able to respond
promptly.

Table 1 Stage duration

Stage Step Duration (sec)
1 Reform audio ~1.00

Identify digits ~0.15
2 Create SIPp message ~0.40

Send SIPp message  ~0.00

Total (sec) ~1.55

5 Audio CAPTCHA implementation

Selected Attributes

In order to develop an effective audio CAPTCHA, we decidedrufihe following
attributes:

Different announcersThe announcer of each and every digit is selected randomly.
Random positioning of each digit in the CAPTCHe digits of the CAPTCHA
are physically distributed randomly in the available space
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Background noise of each digBackground noise, randomly selected, is added to
each and every digit of the audio CAPTCHA. The audio noise filee segments
(from 1 to 3 seconds) of randomly selected music files and ntat-generated by
other methods (e.g. creation of white noise). We wanted soienthat they will be
less annoying for the user to listen to. The automatic geioeraf background and
intermediate noises would require statistical analysistédver, the volume level of
the noise is lower than the level of the digits so that theyai@raudible to humans.
Loud noise between digitsoud noise is introduced between the digits (the noise is
not very loud, to minimize the discomfort of the user).

Different duration and file sizeEach audio CAPTCHA file has different duration
and different size.

VocabularyThe vocabulary was limited to digits 0,,9, since the audkPTCHA
was designed for a SIP-based VolIP infrastructure, where B§ignals need to be
sent.

CAPTCHA development

The audio CAPTCHA development was carried out in five incnetaleStages
(Stage 1 to Stage 5), in terms of the number of attributes tadojzach develop-
ment stage was tested and evaluated upon its efficiencydingaio the success
rate of the bot and the success rate of human users. The ad8®CHA produced
in Stage 1 were pronounced by one sole announcer withoutdimg} additional
features. Furthermore, the first digit of every word stadethe exact same point
as the other ones, and the time difference between eachndigiequal. The wave-
forms of the resulting 3- and 4-digit CAPTCHA appear in Figa)sand 5(e). In
such a simple audio CAPTCHA, a bot can use a detection mesuot, as energy
peak detection, and easily segment and recognize the.digitsnportant factor in
this process is the number of audio CAPTCHA that were usebhgltine training
of the bot. If a small number was used, then there is a highaghtirat not all digits
are given as an input in the training process; thus, the bgthmse a low success
rate. That is the case with the 4-digit CAPTCHA (Fig. 5(efeTrandom training
sequence did not involve many instances of some digits (gsi&and 9), therefore,
the bot resulted in a relatively low (69%) success rate.

During Stage 2, the audio CAPTCHA were produced by using femift an-
nouncers. Each digit was pronounced by a randomly seleatsalacer. This mod-
ification affected the success of the bot, but it mainly dejeeion the training set.
When a larger training set was provided in the case of 4-digitio CAPTCHA,
the bot was able to maintain a relatively high success radeieder, when the same
number of audio files, as in the 3-digit CAPTCHA process, wawided, the suc-
cess rate decreased slightly. Moreover, we should mertiatrdtdigit CAPTCHA
offer more digits to the training procedure. For examplewd use 100 3-digit
CAPTCHA for training, we have 300 digits recorded, whereéh the same num-
ber of 4-digit CAPTCHA we get 400 digits. Figs. 5(b) and 5¢fpg/ the waveforms
of the produced digits.
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Fig. 5 Audio files’ waveforms in implementation stages

In Stage 3 background noise was added against each digitwHyiwe managed
to suppress the success rate of the bot, but it still remawatively high (30% for
the 3-digit CAPTCHA and 55% for the 4-digit ones). Figs. 5ol 5(g) show the
waveforms of the produced digits with the background ndige. high success rate
is due to the ability of the bot to cut off the low energy soufids, the noise) by
checking above a certain threshold energy. The differeeteden the success of
3- and 4-digit CAPTCHA is due to the difference in the tragiets. In this case
we allowed a training of 50 audio CAPTCHA for the 3-digit oreexl 150 for the
4-digit ones. As a result, the available digits taking pathie training process were
150 and 600, respectively.

In Stage 4 we raised the volume of the background noise of dagit Al-
though the bot success rate fell noticeably ( 10-15% suycssproduced audio
CAPTCHA were too difficult to solve for humans, as the loudkgaound noise
made it hard for the users to distinguish the digits spoken.

In Stage 5 we introduced loud noise between the digits fimeliate noise) (Fig.
5(d), 5(h)). This resulted in the bot being unable to segrtrenaudio file correctly.
This happened because there were more energy peaks thaigiteespgoken. The
loud intermediate noises were recognized as addition#bsdimpcause they produce
high energy peaks as well, when transformed with the Diedfeurier Transfor-
mation. As a consequence, the bot could not be trained, adatfto recognize
successfully any digits.

Stage 5 is described, in more detail in Fig. 6. When the basfaams such an
audio into the frequency domain, the energy peaks that céoung are both digits
and noise. Therefore, the bot recognizes more digits thasetkvhich are actually
included in the file. One possible solution for the bot woukdtb raise or lower
the threshold of the energy. In that case (see Fig 6), the batdastill fail. If the
threshold energy is very high, then the bot would not recogysbme of the digits
in the CAPTCHA, while at the same time it would recognize samermediate
noise as digits. On the other hand, if the threshold enertpmisred, then the bot
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Fig. 6 Demonstration of a bot failing to solve a CAPTCHA.

would recognize all digits, but at the same time all interraggnoises would also
be considered digits, as well. As a result, the bot wouldassthat there were 12
or 15 digits in the CAPTCHA.

CAPTCHA testing

User and bot success rates are the main factors that formethgi@h of whether
a CAPTCHA is efficient or not. The corresponding successsrategarding the
CAPTCHA we described in section 5.2, appear on Fig. 7. Eatlbatie added
efficiency to the CAPTCHA and directly affected the user aotisnccess rates.
The CAPTCHA developed in Stage 5 had an average user suetesd 83%, with

Success of the bot User Success

100 100
0 W 3 digits 0 m 3 digits

AL m 4 digits NN Do NS 4 digit
e” o o’ o & 8 o7 2 o & & 1gits
EaCalatal s Pl o ol

% of Broken Captchas
% of Solved Captchas

Stages Stages

Fig. 7 Bot's and users’ success rates.

an average bot success rate less thart 1%.

CAPTCHA implementation
During the implementation of the proposed audio CAPTCHZA, déludio files had
the following attributes:

1. They were created automatically; therefore they can leatepl at random
time-periods, without human intervention. The overallqass for creating a
full set of 3-digit CAPTCHA took 8 sec, whereas for creatinfull set of 4-

1 The users who were invited to solve the CAPTCHA (sample) v@&én number and mainly
between 20-30 years old. Most of them were university stisdedl CAPTCHA were in english,
which was not the mother tongue of any of the participantsrétwas a requirment for them to
speak english).
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digit CAPTCHA it took 107 sec. Thus, the reproduction of thhole set of
CAPTCHA does not cause significant overhead to our VoIP @tifuzture (the
\olIP server was a 2GHz Core2Duo, with 2GB RAM).

2. All constituting parts of the audio CAPTCHA, such as thgitdiand the noise,
lay in different folders. Moreover, each time a set of CAPTACKE produced,
the program selects randomly each digit from a differenbamcer, as well as a
random background noise.

3. The noise between the digits is random and has differdatm@and energy.

4. The pronounced digits and the noise have random duratibich results in a
random duration of each audio CAPTCHA.

6 Conclusions, limitations and future plans

CAPTCHA are expected to play a key role for preventing emaéns and voice
spam (SPIT) in the near future. In order for them to be effiectthey must be
easy to solve for humans, while at the same time very harddts to pass. The
CAPTCHA we proposed incorporated several attributes, sisatiifferent digit an-
nouncers, background noise against each digit, noise batdigits and all of them
in a random1 and automated way. We produced audio CAPTCHAchndre reg-
ularly refreshed, with a limited chance of creating the samséance of an audio
CAPTCHA more than once. The production of the CAPTCHA wasedonfive
discrete stages. Each time the CAPTCHA were tested bothavitkquency and
energy peak detection bot, as well as by a number of usersb@hmanaged to
achieve a high success rate during the first four stages (98%9), but that rate
dropped dramatically at the last one (less than 2%).

Additionally, we determined an appropriate level of backgrd noise of each
digit, in order for them to solvable by humans and difficulbr@ak by bots. How-
ever, each attribute alone is not enough for making CAPTCétAust; it is the com-
bination of the features that make the CAPTCHA resistanedess to say, every
CAPTCHA is efficient, as long as there is a high rate of suctmssumans and a
low one for bots.

A limitation of the proposed CAPTCHA is that there has beerevaluation of
its effectivenss and its attributes by audio/speech retiogrtools, such as HTK
which uses Hidden Markov Model (HHM). Most audio recognitisystems are
based on identifing conversations, where each word showukldaonnection with
other words. However, an extensive research with an Autedn&peech Recog-
nition (ASR) system could support a more reliable evaluatd our implemen-
tation Also it would be interesting to compare our CAPTCHAwother audio
CAPTCHA implementations [18], that have not been tested Whie particular bot
yet.

Another possible extension is to consider different pojpas of users and take
into consideration the specific requirements of each set dtuld be done if a
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major SIP provider can provide personalized services tdigsts and, as a result,
provide various CAPTCHA types for each specific user.
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