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Abstract. Informatics plays an increasing role in the area of health care
services. Not only will the patient’s satisfaction with the medical treatment
depend on the cooperation and communication between the nurse and the
doctor, but also on the nurse and her way of dealing with and usage of IT
technology. Although having become a part of daily routines in the meantime,
the question arises if nurses are aware of the importance of IT technology for
their work duties. How many of the nurses will have probably ever thought
about the importance and sensitivity of the data they daily use? Without doubt,
computer-literacy among members of all professional groups within society
has increased enormously in the last years. Nevertheless, especially the area of
health care service demands some more specific knowledge and awareness by
the concerned staff related to topics of possibilities, benefits, possible mistakes
and theirs consequences, especially from the security point of view, including
the sensitivity of the working area, as well as ethical issues. The aim of this
paper is to present, the postgraduate program in general as well as the actual
handling of providing lectures on information security for nurses. Furthermore,
the paper will focus on (gained) experience, and the formative assessment of
the postgraduate program.

1 Introduction

An essential part of every modern information technology (IT) environment is the
issue of security. Security considerations include, fast and secure information
processing, data gathering, decision support applications, data mining, and
information generation either in the health care centers, pharmacies, hospitals or any
other health care institutions. These considerations demand employing suitably
educated personnel for activities where IT and information security (IS) are part of
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everyday work and life. To cope with this situation, nurses have to be trained in a
proper way [7], [14].

Taking into consideration the required knowledge from IT and IS, we are
convinced that the proper way is to achieve an undergraduate or post graduate
education where student nurses play an active role in the lecture phase. This
participatory learning model increases the capability for students to use this
knowledge when using IT systems in the workplace. To reach these goals, we
developed a postgraduate nursing curriculum within the frame of the EU Phare
Tempus [14] project called NICE - Nursing Informatics and Computer Aided
Education [1], [7] in which, as the name already reveals, informatics and IT as well
as IS will be addressed and taught.

In the paper we will give a brief overview on the NICE curriculum. Besides this,
we will concentrate on some details derived from the security lecture, which will be
followed by experience which we acquired in the last years by teaching the
mentioned lecture. Experience is very important for a further upgrading of the
lectures, for the curriculum development and for keeping up with up-to-date lecture
material accessible via webpage. The paper will be concluded by addressing teaching
results and final remarks given in the conclusion.

2 The NICE curriculum

At the end of the 1990’s (1996-1999), the NICE project was established with the aim
to develop and introduce new short cycle degree courses from nursing informatics at
the university colleges. The project partners came from Austria, France, Greece, Italy
and Slovenia [1]. The team who developed the curriculum consisted of members of
various professions like nurses, engineers, computer scientists, medical doctors and
administrators. These participants have very different views, opinions and beliefs on
nursing informatics in general and in particular on the content of the nursing
informatics curriculum [4]. In Slovenia, this postgraduate program was the first one
of his kind who integrated IT lectures to the curriculum for educating people for the
health care and nursing domain. One of the top priority goals of the program was,
besides integrating informatics and computer science knowledge to the program, the
integration of experts from the mentioned fields to the lecturing of nurses and health
care domain staff.

After discussing various approaches that had been used in education [5], [6] as
well as talking about other system approaches [6], we agreed on the common
definition of nursing informatics [2], [3] and teaching nursing informatics as follows
[1]: Teaching nursing informatics is a process in which students obtain basic
knowledge in the following areas:

e informatics and computer science,
informatics in health care (medical informatics),
informatics in care and nursery (nursing informatics),
computer communications and security (internet),
medical instrumentation and simulation supported by computers with
the aim to support nursing care processes as well as making nursing
work more visible and enjoyable.
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Additionally the goals of the program are to provide and enable better health care for
all. On this foundation the postgraduate nursing and health care informatics
curriculum was developed and approved to by Slovenian authorities.

The program is, like all other study programs for postgraduate students at our
university, offered as a part time study. Most of students are part time students
(regular matriculation is also possible, but is not the normal case), working as nurses
or keeping other similar positions. These students already have a background
knowledge from the nursing area duties or closely related to it. Some of the students
have a technical background in computer science and informatics and are working in
health care institutions, pharmacies, hospitals and similar institutions. The program
started in 2001 with one student. Currently the number of students in the program
has reached 10-12 students starting every year. The postgraduate program can be
finished within 1.5 year (3 semesters). During the program, two semesters are
dedicated to attending classes (theories, practices, tools). The students will spend the
last semester preparing their research and thesis. Within the two semesters of classes,
students have to pass 18 exams.

The offered lectures of the program are divided into three modules: Nursing
informatics, informatics in health care, and search for information in computer
networks. In the following we will focus on the first module and give insight to the
single lectures: “Information systems”, “Telematics in health care”, “Databases”,
“Intelligent Systems”, “Ethics” and “Security of computerized data.” Already the
titles of lectures reveal the multidisciplinary content of the curriculum. Knowledge
from nursing is combined with knowledge from the informatics and computer
science and is added by electrical engineering cognition. The teachers of the
individual lectures have high competence in their subject as they have achieved their
expertise in this specific field of knowledge. Lectures like “Information Systems”,
“Databases”, “Intelligent systems” and “Ethics and security for computerized data”
are given either only by a lecturer from informatics and computer science or by
lecturers from two or three areas who will then cooperate in the same lecture.

For each single lecture in the previously mentioned courses, teaching materials
were produced, including a NICE book series [9] and PowerPoint presentations.
Books published in the NICE series, cover all lectures and provide the basic
knowledge required to finish the obligations of the program. Additionally, in
response to the achieved feedback, the PowerPoint presentations and other electronic
materials and tools [13] from lectures of the last years are available [7].

3 The security lecture

When developing the NICE curriculum, we followed the “Backward Curriculum
Design Process” [8]. This process begins with desired outcomes and goals and goes
back to learning objectives which are then divided into courses and modules. This
approach was used also when developing single courses. The following section will
provide details on the security lecture in the NICE program called “Ethics and
security for computerized data” [9]. This lecture series is broken into 6 sessions:
Introduction and history: This part briefly introduces the importance of
security in and for health care, gives some definitions and general historical
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overview on the security including understanding information security, positions and
roles.

Information Security: For successful information security, also some other
topics of security have to be presented such as issues of security in computational
systems, physical security (natural disasters, un-authorized access), users’ security,
technical security (data encryption, algorithmic systems, cryptography) and viruses,
just to mention the most important topics.

Sensitive data: Sensitive data is data that should not be made public [12]. We
are discussing which data are sensitive and what is their cause of being so sensitive.
We are having a closer look at solutions of how to protect a database if only some
pieces of data are sensitive. Furthermore, the role of data mining is pointed out.

Information Security in health care and medical systems: This part discusses
the range of topics in which information security is used. Also available to the
students are commercial and research projects and possible guidelines are presented
[10].

Ethics: Special professional areas like medicine, health and pharmacies are
closely related to the issue of ethics. Ethics is complex term and sometimes also
confused with religion because many religions provide a framework in which they
make ethical choices [9]. Besides giving a basic definition of the term, also the
question of ethics versus relation, ethical principals and ethical reasoning are
presented. Very important parts of the lecture are examples of ethical principles and
case studies of ethics. Each case study is presented in detail and analyzed.
Furthermore, alternative solutions or extensions are offered. A complementary topic
is also the code of ethics as they are stated by IEEE, ACM and Computer Ethics
Institute.

Practical work: Essential for students is the possibility of transferring their
theoretical knowledge concerning information security to practical work and gaining
practical experience with this issue. Instructors guide students to approach the topic
of information security from their own field. The enterprise is defined by each
student for his/her seminar work and information security is presented and
developed. Results are presented and discussed with other students, the instructors
and the lecturer. Final conclusions are done after having gained practical experience.

4 Experience

In general, educational assessment is the process of gathering, describing or
quantifying information about the learning performance. The lecture being evaluated
can range from the performance of students and instructors to the evaluation of
lecture materials, courses and or the entire study program. Educational evaluation
could be arranged during or after lectures and with different purposes. Generally
speaking, assessment can be defined as the systematic process used to obtain
information about study achievements [8].

After having provided a brief overview on the NICE nursing and health care
postgraduate program and having presented the security lecture with some details,
we would like to address some assessment results which were acquired during the
last years. Most of them are obtained in informal discussions with students after
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having concluded the exam of the Security lecture (formative evaluation). More
formal assessment (summative evaluation) was not possible because the groups of
participating students are very small and ranging between 5 and 12 students. Besides
this, assessment is much more difficult if new teaching methods and experimenting
are introduced.

One of the goals of the lectures is to prepare students to be actively involved into
the developing process of information security, while they will have probably the
role of domain (nursing, health care) expert consultant. Therefore they have to
acquire knowledge and practice how to do this. Consequently, they have to select
their own domain to develop information security. Very important is also that we put
attention to the session about ethics and integrate it to the everyday work of the
students (mostly nurses).

How do students tend to react when first being confronted with the issue of IS?
There are no special requests for IT or IS by matriculation. So, they are mostly still
quite unfamiliar with the topic (except those students with a non-nursing background
or undergraduate study). They feel motivated to “reject” the lecture and to pass it as
fast as possible, not paying attention to the importance of the topic and the
knowledge they could actually gain.

After having experienced the first “shock” (“we are not able to do this”), they
start gradually understanding the importance of information security and ethics.
After having prepared the seminar work, they have developed a feeling for the
importance of this particular lecture. This is maybe a surprising result as the students
had already been working close to or in the selected domain before they had started
the postgraduate program.

In the formative assessment, students explain their own story. We assist the
student by providing formative questions (What is the biggest problem within
information security in your domain? What is your opinion on the best method to
solve your problem? Open questions, such as: What skills are lacking? What
methods do you use to increase information security awareness?). The pedagogy of
participatory learning is somewhat unfamiliar playing an active role in selecting and
forming the content of their seminar work (they select the domain as well as a
possible application for which the security/ethics needs to be developed) prepares the
student to address unfamiliar problems when in the workplace.

In the summative evaluation, a secondary emphasis is used to assess students’
achievement at the end of the lecture. The assessment data which was collected can
also be used to provide feedback about lecture materials, the approach, and
adjustment of the whole lecture, and gives response on the adequacy of the lecture in
the presented program.

5 Conclusion

The main idea of this paper was to emphasize and prove the importance of both IS
and IT in the nursing and health care educational programs — staff with this
knowledge is more and more wanted. Actually, IS and IT are now part of every day
life, starting with shopping experience up to working place conditions and visiting a
doctor. Whenever things fail, are disliked, or experienced as being uncomfortable,
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we are unsatisfied and complain either to the shop assistant or vendor or both or to
our webmaster, IT engineer and also to the nurse or even the doctor. Quite often we
blame the wrong person because the system is either not good or not working
correctly. Sometimes the reason for dissatisfaction is due to the lack of knowledge
by people who are using these systems. The NICE program was created to avoid this
misunderstanding. We can report that employers are reacting positive on first
graduates [7].

We have decided to implement the knowledge of IS to the nursing educational
program, independent to the fact that for the majority of students this issue will be a
new, unfamiliar domain. The presented curriculum provides the postgraduate
students with the opportunity to compensate for the before mentioned lack of
knowledge. By offering lectures in computer science and informatics, we are
motivating our students also to play more active role in real projects at daily work
using new IT and IS products for the mentioned domains. We are putting our
graduates opposite the IT experts who have lack of health care and nursing
knowledge and need much more additional work to come closer to mentioned areas
as our students from opposite background.

References

1. Kokol, P., Micetic Turk, D. (2004); Soft System Methodology in development and
implementation of a new nursing informatics curricula, Faculty of Electrical Engineering
and Computer Science, University College of Nursing studies, Internal report.

2. Hovega E.J.S. (1998); Global Health Informatics Education, Proceedings of HTE 98, ed. J.
Mantas, University of Athens.

3. Ball M.J. et al. (1995); Nursing Informatics, Springer, New York.

4. Kokol P. et all (1998); New Nursing Informatics Curriculum — an Outcome from the Nice
Project, Proceedings of HTE 98, ed. J. Mantas, University of Athens.

5. Gregory W.J. (2000); Designing Educational Systems: A critical System Approach.
System Practice Vol 6, No 2.

6. Bathany B.H.(ed.)(2002); Transforming Education by Design,System Practice Vol 6, No 2.

7. Welzer T. et all (2006); Teaching IT in the postgraduate health care and nursing program;
Proceedings of international symposium on health information management research,
(ISHIMR’06), (ed.) Abidi R., Bath P., Keselj V., Dalhousie University, Halifax, Canada.

8. Whitman M.E., Mattord H..J. (2004); Designing and Teaching Information Security
Curriculum, Proceedings of InfoSecCD Conference, Kennesaw, USA.

9. Kokol P. (ed) (1999); Health care Informatics (in Slovenian), University of Maribor, Sl.

10. SEISMED Consortium (ed) (1996); Data Security in Health Care, Guidelines, 10S Press.

11.Yu H. et all (2006);Teaching a Web Security Course to Practice Information Assurance,
Proceedings of SIGCSE’2006, Huston, Texas, USA.

12.Pfleeger C.P., Lawrence Pfleeger (2007); Security in Computing, Prentice Hall.

13.Habjanic A. et all (1999); A tutor for nursing process education; Medical Informatics
Europe '99, (ed.) Kokol P., Zupan B., Stare J., Premik, M., Engelbrecht R., IOS Press.

14.http://ec.europa.cu/education/programmes/tempus/, Last visit: February 2, 2007.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


