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Abstract. One of the most critical tasks when accessing services through the
IP Multimedia Subsystem is the registration process. The process intalges
registrations, the first with the access network, the second with IMS. Tduis le

to an overhead authentication that introduces a big delay. This articlega®po
an improvement for IMS registration protocol able to relate IMS registmettio

an access network registration by cryptographically binding both of thduis.
approach provides a general solution, saves time during registratibavads
several attacks.

1 Introduction

IP Multimedia Subsystem (IMS) is an approach for specifyihg evolution of cir-
cuit switched to packet switched networks with an specialifoon fixed-mobile con-
vergence. IMS services can be accessed independently fngraccess network as
fixed networks, GPRS, UMTS, LTE, WIMAX and WiFi. IMS might coeate with
access network providers, for instance, in authenticatidies. Future network scenar-
ios present a single core network (IMS) that handles regquUesin clients connecting
through access networks administrated by other compalmiesich scenarios a user
might spontaneously perform a vertical handover to inaeamdwidth triggered by an
application while others might be connected to differemvises through different ac-
cess network technologies. For instance, a user watchingvéerthrough its last-mile
high speed optical fiber can be reading emails at the samenim®DA attached to a
GPRS station; both services might be provided by the samedd& network. These
scenarios are appealing since subscribers can remaihedttwa GPRS or UMTS net-
work almost everywhere while they can connect to any aviaild®2.11b/g/n or Wimax
hotspot on demand. The process of connecting to IMS sersieets with the Mobile
Equipment (ME) acquiring connectivity through an accedsvaek. This process in-
volves the execution of an authentication mechanism tipétajly engages ME and its
home network in a challenge response message exchangevétothe IMS home net-
work might not be involved in the authentication processirfstance, a friend can give
us the L2 authentication key of his wireless router. OnceMehas Internet connec-
tion it must register with IMS by exchanging again challemgsponse messages. As the



reader might infer, this double authentication procesddea a very time-consuming
overhead, specially if the ME connects from a visited IMSwoek. For example, 3SGPP
requires for WLAN clients to execute an L2 authentication hagtism to authenticate
with access network and then to authenticate to IMS (SIRR&IGKA). Interworking
have been widely studied and many solutions have been prdponsorder to reduce
registration time giving as a result solutions ranging fritiwse specifying incremental
changes for a specific access network technology, that caorsdered closed solu-
tions, to those providing general tunneled protocols ablearry any authentication
mechanism, that might suffer from Man-In-The-Middle aksMITM) if are not well
defined. To overcome the problem, this article presents argeregistration protocol
for IMS that accelerates the process, while prevents MITisicis by cryptographically
relating access network registration to IMS registration.

2 Authentication for accessing IMS services

This section summarizes current IMS interworking with asceetworks, analyzes its
benefits and drawbacks and recapitulates requirementgmeral authentication sce-
nario for interworking with non cellular access networks.

2.1 Authentication in the IMS

IP Multimedia Subsystem provides a control plane using Sadision Control Function
(CSCF) servers by means of the Session Initiation Prot&I&)(1]. Subscriber data is
managed by the Home Subscriber Server (HSS) and the Authgati Center (AuC).
IMS defines the following types of CSCF servers. A proxy-CSEFCSCF), the first
hop in a visited network, that redirects SIP messages frontdW&E’s home network.
It also establishes an IPSEC security association with tBe Me confidentiality and
integrity keysCx andlk respectively, are derived as a result of the authenticgtérn
formed with the HSS and conveyed to the P-CSCF using signaline I-CSCF, is an
interrogating-CSCF located at home network that locates\aes able to manage sub-
scriber originated SIP messages. Finally, #€SCF, a serving-CSCF, authenticates
subscribers retrieving authentication vectors from th&HS

IMS authentication is based on HTTP Digest Authenticati®h {ising AKAv1-
MDS5 [3] as algorithm, which requires exchanging four messa@ Round Trip Times-
RTT) between the subscriber, at the visited network, anduabscriber’'s home network.
IMS authentication leans on an UICC (Universal Integratéduit), a smart card lo-
cated at ME, that contains an ISIM application (virtual sarlier module) which shares
a long term secret|) with the HSS. The IMS registration protocol works as foltow
(see also Fig. 1):

In the step 1, the ME is registered with the access networkhasddiscovered
a P-CSCF. In step 2, the ME uses the UICC to obtain subscritbermaation as the
registration URI (to locate home network), the public/pt& identity and the Contact
Address to build a SIP REGISTER message. Moreover, the MiEdes a Security-
Client header indicating which IPSEC algorithms suppdntstep 3, the ME sends the
aforementioned REGISTER message to the P-CSCF whichsresrVisited-Network
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Fig. 1. Message exchange for a successful IMS registration

identifier in the REGISTER message. The P-CSCF reads andvesntbe Security-
Client header and redirects the REGISTER message to thevdisxd I-CSCF (home
network). The I-CSCF locates an appropriate S-CSCF to lakiii’'s messages by
sending, in step 4, a Diameter User-Authentication Req{i#&R) to the HSS. The
REGISTER message reaches the S-CSCF at step 5. The S-CS@eadsvauthenti-
cation vectors for the subscriber from the HSS. Those veeti@ quintuplets containing
parameters for authentication and key derivation using ABlAs: a random challenge
(RAND), an authentication token (AUTN), the expected MBEpm@sse (XRES), an in-
tegrity key (k) and a confidentiality keyQk). AUTN is derived by the HSS using
the long-term secret it shares with the MK ) and a sequence number (SQN). The
step 5 finish with the S-CSCF building a 401 Unauthorized agssadding a WWW-
Authenticate header containing AUTN and RAND. The S-CSGiuies als®Cx and

Ik in the message to be consumed by P-CSCF. Finally, the S-C&Is shis message
back to the ME. In step 6, the 401 Unauthorized message rettoh®-CSCF at visited
network. The P-CSCF extracts and remo@gsandlk from the message (the ME can
deriveCx andlk from AUTN and RAND using the UICC) and adds a Security-Server
header selecting one IPSEC algorithm from those proposéiebgiient in step 2.

In step 7, the ME receives the 401 Unauthorized message asdhesUICC to cal-
culate a response to the challenge (REg)andlkx from AUTN and RAND. Then the
ME establishes a security association with P-CSCF uSjifk and composes a new
REGISTER message containing RES and a Security-Verifydreaten it forwards the
message to the P-CSCF over the brand new IPSEC securityiggsocThe P-CSCF,
upon the reception of the message over a protected cha@yeah@dlk), implicitly au-
thenticates the ME (step 8). Then, it redirects the messatheetl-CSCF. The message
is forwarded to the S-CSCF in step 9. Finally, in step 10, H&SEF receives the REG-
ISTER message and checks if RES matches XRES to legitimatsutbscriber. If the
user is successfully authenticated, the S-CSCF builds &®0@hessage and sends it
back to the ME finishing the IMS registration process.



2.2 Authentication in access networks

Cellular access networks, as UMTS, provide good coveragestleverywhere but data
rates are far from being appropriate for several applioatids a result, interworking
with other access technologies providing higher bandwidthappealing: enables on
demand or opportunistic vertical handovers when consuiit) services. Authenti-
cation in 3G networks uses a secret stored in a smart card3)ttperform authentica-
tion and key derivation (AKA). The HSS also vouches for idtad, being responsible
of challenging a supplicant, verifying supplicant respenand deriving keys to protect
radio channel. The virtual subscriber module handling timg term secret used for 3G
authenticationky) is called USIM and is collocated at the UICC together withMS
(K)). Thus, authentication mechanisms for Packet Switcheda@to@G) and IMS are
independent so a double authentication is performed.

The authentication process in other access networks waitieshe technology. For
instance, IEEE 802.11 relies on L2 access control and ggcneichanisms specified by
IEEE 802.11-1999 Part 11 that specifies L2 encryption, IEBE BX describes a Net-
work Access Control that uses Extensible Authenticationtdeol (EAP), and IEEE
802.11i which supersedes WEP and WPA. Besides, WiFi publdcesr authentication
is often performed against a web site leaving L2 unproted@dters, as Long Term
Evolution provides security features in MAC level. 3GPPazoés some requirements
for 3G interworking with other access networks: first, the TBsecurity architec-
ture must not be compromised and second, authenticatioh lmeusiutual, based on
a challenge-response mechanism using the long term séaretl $n UICC and must
result in a key derivation. These requirements reducesrtuiat of authentication al-
gorithms that can be used during the authentication witessoetworks, in practise,
lead to the adoption of AKA.

There are several drawbacks in this interworking scenBegarding the time spent
during authentication, AKA requires 2 RTTs to convey thellemge to the ME and to
receive the response, thus, when combined with IMS autteditn yields to 4 RTTs.
Moreover, the adoption of AKA requires implementing EAP-AKor every access
network technology (even in L2) in contrast with the benefis instance, scalability,
cost-effectiveness and early adoption of new technologiesising protocols above
network layer, as PANA [4] that carries EAP payloads.

2.3 General tunneled authentication mechanisms

UMTS and IMS authentication protocols are independent femoh other and their
subscriber modules, USIM and ISIM respectively, handléediint key material. How-
ever this key material might be reused for access netwoitkeatitation preventing
the UICC from implementing a subscriber module for any upogntechnology. This
obvious simplification introduces a feasible MITM attackcs the algorithm has no
way to know the purpose of the authentication, for instandd]TM can use victim’s
network authentication messages to impersonate the siodisobtaining access to the
same or other network expecting those credentials. Ttaskatan be prevented only if
the authentication mechanism results in a key derivatiahthe key is used to protect



the channel between supplicant (ME) and authenticatorc@ily the Network Authen-
tication Service - NAS).

There are many works proposing general tunneled authéoticmechanisms that
enable carrying EAP payloads over other protocols. The lidd@nd is to reuse legacy
authentication protocols for other purposes creating adlihat authenticates the NAS
before starting the inner authentication mechanism. GmedlAS is correctly authenti-
cated, it will forward authentication messages (innerguol) to a back-end authentica-
tion service (typically the HSS). In this way, an autherttmaprotocol inside the tunnel
can be reused in a secure fashion since it is executed ovanaltbetween the client
and the NAS. Moreover, this tunneled protocols help to &@kevthe problem of having
implemented authentication protocols in L2 by providinga#ternative transport over a
higher protocol. Nevertheless, the feasibility of aforetiened MITM attack is already
present. The reason is that this kind of tunnel protocolsiredo distribute credentials
to every NAS, since the NAS should be authenticated. Thel@nmoks explained in [5]
and [6] and appears when an authentication protocol is dedigs the combination of
two protocols: an outer protocol and an inner protocol. Tikeoprotocol, for instance
TLS [7], is used to protect the exchange of messages of thex pnotocol. The inner
protocol is used to authenticate the user to the network laaauiter to authenticate
the network to the user. Among the protocols affected byatieck we can find PEAP,
EAP-TTLS, PIC and PANA over TLS [8]. The problem appears uratey of the fol-
lowing conditions. 1) The inner protocol can be used in odretironments. It happens
when the inner protocol has no way to know if it is used insiderael or not. 2) The
client fails to verify the server certificate in the outer fmaol. This might be frequent
when connecting to access networks since the ME lacks ofemiom to Internet to
download Certificate Revocation Lists (CRLs) or any othdorimation necessary to
verify NAS certificate. Besides, despite this is an unaadgpterror from client side,
the network must provide mechanisms to overcome the facatsiagle client error can
compromise security (specially when non professionalsuaes involved).

The attack works as follows: the MITM waits until a legitireadevice (ME) starts
an untunneled legacy remote authentication protocol. TthenMITM starts a tunnel
with an authentication agent (access network) and stantdirsg legitimate user’s au-
thentication messages over the tunnel until the legitimbéat is successfully authen-
ticated. Then, the MITM derives keys to protect the chanrghfthe outer tunnel keys
stealing service to the legitimate client. To overcome #itack there are two simple
solutions. In the first, the inner protocol must provide nolycauthentication but also
must result in a key derivation. Those keys should be userbteqt a channel between
the client and the server. Thus, there is an implicit auibhatibn since only the client
knows those keys. However, it can be solved if the outer tkeyes are derived from
the long-term secret used in the inner protocol or both immetocol and outer tunnel
are somehow related.

2.4 Security analysis of the IMS registration

A new registration protocol must provide, at least, the sdegree of security as the
previous protocol. For that reason we perform a basic sycamalysis of the standard
IMS registration using BAN logic [9] to identify the belieseand how the different



entities authenticate each other (implicitly or expligitlThe initial conditions are: the
ME has connection to Internet through an access networks p2atected and the ME
shares a long term secret callédwith the HSS.

ME <, HSS

Step 3 : The P-CSCF includes a P-Visited-Network in REGISEESerting its identity
to subscriber's home network. The REGISTER message isniétesl over a security
interface among providers (Za).

S-CSCF believes (P-CSCF said REGISTER)

Step 6 : The P-CSCF receivés andCx from S-CSCF over secured inter-provider
network.

P-CSCEF beleives (S-CSCF saidCx)

Step 7 (A) : The ME is able to extrakgt, Cx, AUTN and RAND from WWW-Authenticate,
so it is able taauthenticate the home network

Since ME< HSS and
ME seesflk,Ck,AUTN,RAND} from {lx,Cx,AUTN,RAND}«
then ME beleives (S-CSCF saifdk ,Ck, AUTN,RAND}k).

Step 7 (B) : The ME believes that P-CSCF is trusted since itsehoetwork accepts it
as valid. Step 7 (C) : The ME creates a security associatitinavi endpoint X using

Ik andCxk. SinceCk andlk are provided by ME's home network to a trusted P-CSCF,
the ME is sure the endpoint X is the P-CSCF.

Since ME believes (MEs¢, 1, P-CSCF) and
ME sees{IPSEC-Payloaft, 1
then ME believes (P-CSCF said IPSEC-Payload).

Step 8: The P-CSCF receives the REGISTER message with ansestmthe challenge
over the security association so ME is implicitly autheate by P-CSCF.

Since ME believes (MEs¢, 1, P-CSCF) and P-CSCF sefREGISTERc, i
then P-CSCF believes (ME said REGISTER).

Step 10: The S-CSCF checks the response message from the klriparing RES
with XRES. If both are equal, S-CSCGluthenticates the ME The security analysis is
the same as for Step 7 (A).

3 Registration for secure interworking with access network

The objectives of the proposed registration framework arestluce the registration
time, to provide a general authentication framework for apgoming technology, to
prevent attacks, to fulfill 3GPP requirements, and to mairtbackwards compatibil-
ity. For that reason, the requirements for the registrafimiocol are: 1) The access
network registration must be performed over any layer, thasuthentication must be
based on an EAP method suitable to be used over L2 or an uppé(PANA) EAP car-
rier. 2) The ME must be able to both authenticate the NAS aygtagraphically prove
access network registration to IMS. Moreover, L2 must begated. For that reason,
the EAP method must securely derive keys (EAP-TLS) and ategypphic proof of
the message exchange (TLS Exporter[10]). 3) The IMS redistr should be crypto-
graphically related to access network registration. 4) éwurity association between
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Fig. 2. Scenarios for resumption protocol with cryptographic relation to acoetsgork tunnel.

ME and P-CSCF should be protected with a key derived fromadhg term secrek

and the access network registration proof. The scenarmoshawn in Fig. 2. In the first
scenario, the ME opens a tunnel with NAS using EAP-TLS oveotPANA. The ME
provides an identifier to the NAS so the NAS can resolve MEimbmetwork address.
The NAS extracts key material from the tunnel using TLS etgrolt derives two proofs

(Av andR) from the TLS key material using a Pseudo Random Functior-jRRer

the result of concatenating the master key with two diffeterts. The ME extracts
key material and derives the same proofs. The ME then steettMS authentication
process. It includeBy as a token in a SIP REGISTER message and protects message
integrity with a signature (that signature can be checkethbyHSS). Simultaneously,
the NAS send®\ andR to the HSS using Diameter. The signature is used to authen-
ticate the ME and?y is used by the HSS to relate access network to IMS network.
Finally, the HSS provides IPSEC keys for confidentiality amegrity. Those keys are
derived as follows), = PRF(Ck|R) andl, = PRF(Ik|R) relating both authentication
processes to prevent MITM attacks. In this way, the HSS cahicity authenticate the

ME (signature), the ME can implicitly authenticate the NA&ldahe NAS can implic-

itly authenticate the ME. This process saves 3 RTT withootmmmising security and
avoiding MITM attacks. In the second scenario, the EAP-TWw#el is opened directly
with the HSS saving only 1 RTT.

We rely on an asymmetric ephemeral key that must be regissréhe ME before
being used. This key should be able to generate signaturegidBrs might enforce
minimum length and a validity period policies. The key, edIR¢ (resumption key),
should be stored in the HSS (with a key index) together wightttiken provided by the
access network. Moreover, the token might be used to resymnevaus IMS session
in other contexts.



3.1 Protocol definition and security analysis

In this section we describe the proposed registration podtia detail. The description
assumes that the user has already derived a public/priegt@dir and registered the
public key Ry) under his profile at HSS. The ME opens a EAP-TLS tunnel with th
NAS (1% scenario) using PANA or a L2 protocol. Once both the HSS aadvk have
available the cryptographic prooB andR (step 1), the ME registers with IMS as
follows (see Fig.3).

Access Network Visited Network Home Network

ME ‘ P CSCF | CSCF s CSCF ‘
@ REGISTER signed(token date) Find S-CSCF
REGISTER Dowmoad
signed(token,date) Last and Ry
401 RAND,AUTN 401 RAND AUTN.CK,IK
Verify RAND AUTN Verify token and
Get CKIK signature
IPSEC (CK,IK)
® -
200 OK 200/0K

@ REGISTER

Fig. 3. Message exchange for a successful IMS registration resumption

In step 2, the ME builds a REGISTER message, as in standardélyiStration (de-
scribed in Sect. 2.1) except for the inclusion ofAuthorizationheader. Then, in step
3, the ME includes aoncefield as part of théuthorizationheader. This field contains
a token obtained from a tunnel with the NAB,{, that will be used to relate both reg-
istrations. The ME also adds auth-paramto the Authorizationheader with the text
“resume@idx”, indicating the index undd® is registered. Finally, the ME generates a
S/MIME body including: information from headers as expéainn Authenticated Iden-
tity Body Format [11], theAuthorizationand Security-Client headers and a signature
generated withr.

The ME sends the REGISTER message outside the tunnel to@&I*= which in-
serts a P-Visited-Network identifier. The message is fodedro the I-CSCF at ME’s
home network (step 4). The I-CSCF finds a S-CSCF (step 5). HBIRTER mes-
sage reaches the S-CSCF in step 6. Then, the S-CSCF eXegcitsdex andnonce
parameters from REGISTER headers, contacts the HSS to dadimhe tokensR,
andR), R and new authentication vectors. The S-CSCF builds a 401 tbaegzed
message containing a WWW-Authenticate header with a nonc& RJRAND) ob-
tained from anew authentication vector The S-CSCF checks if the nonce contains
the samd received from the NAS and the signature. If both the sigma&und the to-
ken (Py) are valid, the S-CSCRuthenticates the subsriber To inform the ME about
the successful authentication, the S-CSCF includeawh-paramparameter in the
WWW-Authenticate header of the 401 message with the ‘restume@idx”. More-
over, the S-CSCF derives two keys for integrity and confiadity, 1, = PRF(Ix|R)



andC/ = PRF(Ck|R) and include them in the message for the P-CSCF. The S-CSCF
sends it to the ME through the I-CSCF and P-CSCF. Then it b@ld00 OK message
that will be sent immediately after the 401 Unauthorized sags. Otherwise, if the
S-CSCEF either does not support this registration protoctii@ME can not be authen-
ticated, it sends a 401 message to the ME without modifyiegMwW-Authenticate
header (as standard registration).

In step 7, the P-CSCF extracts and remad@gsandl from the 401 Unauthorized
message and adds a Security-Server header selecting aithaigfor IPSEC. In step
8, the ME extracts AUTN, RANDIx andCk from the WWW-Authenticate headau-
thenticating explicitly the home network. If the WWW-Authenticate header contains
the auth-paramparameter, the ME derivdg = PRF(Ix|R) andC/; = PRF(Ck|R).
Then it establishes a security association with P-CSCF ait$ wntil a 200 OK mes-
sage is received. Otherwise, it behaves like standardtratiis deriving a response to
the challenge (RES) and composing a new REGISTER with theorese. Step 9: if
the registration protocol was accepted by the S-CSCF (ttssage contains an auth-
param) the ME creates a REGISTER message containing onlseei§eVerify header.
This message must be consumed by the P-CSCF at visited tkatws; theTO header
points to the P-CSCF. The ME sends this REGISTER message althress of P-CSCF
over the brand new security association finishing the nedisn.

3.2 Security considerations

In this section we analyze the proposed protocol showingishas secure as standard
protocol. Initial conditions: the ME and the HSS shares @ limmm secret calleH,;, an
ephemeral resumption key call&j and two security tokeng}( andRy):

HSS believes (ME has jurisdiction ovBg)

Step 4 : The P-CSCF includes a P-Visited-Network in REGISBES&erting its identity
to subscriber’'s home network. The REGISTER message isntiétesl over a security
interface among providers. (equivalent to standard negish, step-3).

Step 6: The S-CSCF receives the REGISTER message from thé dtiynloads the

R«,R Py and a new authentication vector. It first checks the dateRyncbntained in

the message against the information downloaded from the. FiB&n it checks the
signature again$¥. If the signature is valid and the date aRgare valid, the S-CSCF
authenticates the subscriber.

HSS believes (ME has jurisdiction ovig) and
S-CSCF believes (ME believes noAge
then S-CSCF believes nonce.

S-CSCF believes (ME said nonce) and
S-CSCF believes nonce is fresh
then S-CSCF believes (ME believes nonce).

Step 7 : The P-CSCF receivgsandCj, from S-CSCF over secured inter-provider
network. (equivalent to standard registration, step-&8p8 (A) : The ME is able to ex-
tractly, C, from AUTN and RAND, so it is able tauthenticate the home network
(equivalent to standard registration, step-7A).

3This nonce is the base64 representation of the security token.



Step 8 (B) : The ME believes that P-CSCEF is trusted since itsehoetwork accepts it
as valid.Step 8 (C) : The ME creates a security associatitmam endpoint X usingj
andCy . SinceCy andly are provided by ME's home network to a trusted P-CSCF, the
ME is sure the endpoint X is the P-CSCF. (equivalent to stahdayistration, step-7C).
Cx andly depends of}; R was derived from the tunnel with the NAS, thus there is no
MITM.

Step 9: The P-CSCF receives the REGISTER message with arS&mify header
over the security association so ME is implicitly autheatiéd by P-CSCF (equivalent
to standard registration, step-8). Table 1 summarizesfrotiocols authentication pro-
cesses showing which entities are explicitly or implicalythenticated.

Authentication Standard Proposed
Home network authenticates visited network (federatistgp 3 step 4
Visited network authenticates home network (federatistgp 6 step 7
Home network authenticates ME (explicit) step 10 step 6

ME authenticates home network (explicit) step 7A step 8A
ME authenticates visited network (implicit) step 7b-7C step 8B-8C
Visited network authenticates ME (implicit) step 8 step 9

Table 1. Authentication among entities during registration for both protocols

4 Related work

[12] proposes a solution for secure authentication in arbgneous wireless access
scenario. This solution requires moving part of the P-CS@ietionality (including
security association) to the access network. This WLAN P-E&directs ME's REG-
ISTER messages to the visited network inserting a headéiintiwates the type of
authentication demanded by the ME (WLAN and IMS or WLAN onlyhiS header
is not protected thus it can compromise security. Moreaber,home network must
allow its key material to be populated to access networks taquires strong trust rela-
tions between IMS operators and access networks. Our pabgoss not modify IMS
architecture. Moreover we provide an IPSEC associatiotepted with keys derived
from two authentication processes avoiding masqueradas feem unknown access
networks.

In [13] the authors propose a one pass authentication puoedd obtain access
to IMS services over GPRS access networks. The author peeposnodification to
SGSN that adds the IMSI (associated with a PDP context) taegigter message so
the S-CSCF can check if the IMPI matches the correspondirj BMithenticating the
user. This solution can not be considered general. Bediuesuthentication in IMS is
performed without cryptography thus any user might impease other just by manip-
ulating the IMSI. Other solutions as [14], propose to mowe dhthentication to layer
two using 802.1x with EAP-AKA, thus removing authenticatiat service level. This



kind of solutions are not independent from the specific axteshnology so requires
defining an specific procedure for any incoming technologyr €blution is a gen-
eral approach to the interworking problem. It can be uset aity upcoming access
technology since it can be used either over L2 or PANA. [1Bpjises a make-before-
break handover scheme under IMS that defines a set of new &tfeifseto negotiate
a security association with the new visited access netwaekding up the registration
process. The modifications we propose are compatible wighstilution also. In [16],
the registration is accelerated by reducing the amount gbages exchanged between
the I-CSCF and the HSS to find an appropriate S-CSCF. Thos®wements are also
compatible with our solution.

5 Conclusions

This article describes a registration improvement for IM8&t tallows using a security
token to relate network access registration with IMS regt&in (or to resume an older
IMS registration). The proposed protocol can be used by gmpming access net-
work technology since the access network registration eatidme over L2 or PANA.
Moreover, it avoids several attacks since UICC credensiedsnot exposed during ac-
cess network registration but the entire registration @seqaccess network and IMS)
depends on the successful registration with IMS. We achtagagoal by cryptograph-
ically relating IMS registration to access network regititm in such a way that only
the owner of the UICC will be able to derive the final IPSEC kéysnows F. We
analyzed the security of our proposed registration prdtand compared to the stan-
dard IMS registration security showing that both of themvjte the same degree of
security. Moreover, we save up to 3 round trip times durirggréfgistration.
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