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Abstract. Operating Local Area Networks, in the home of theistomers, has
recently become a new business for Network Opesaton the other hand,
Gigabit optical technologies are introduced in ¢tiperators' access network and
new digital terminals appear in the customer premisuch as HDTV videos,
PCs and home servers, requiring more and morehaspiged data transfer inside
the apartment. These evolutions will appeal for #mergence of an Ultra
Broadband Home Area Network (UBB-HAN) with advancednnectivity
capabilities that will combine many technologies.e Whtroduce a new
architecture for this future UBB-HAN which includesome foreseeable
autonomic functions to cope with the managementthadncreased complexity
of such a heterogeneous HAN.

1 CONTEXT

1.1 The Home Area Network is a new business for Nebrk Operators

In 2004, France Telecom started the commerciatimatf a Home
Gateway named "Live Box". After three years, al®Wiillions of these
Customer Premise Equipments (CPE) are in operatiorEuropean
countries. Services such as TV programs or VideDemand over xDSL
[1] are already a commercial success. But besigeqtmadruple play
services that this box provides, customers uss & #ome Networking
tool.

1.2 Emergence of Gigabit optical technologies in éhAccess Network

In 2006, France Telecom introduced GPON systemstsinaccess
network within the framework of a "Very High Speepfogram for a



FTTH offer [2]. FTTH is today widely deployed in watries like Japan
and Korea, while in Europe and in the US severahpmanies are
developing detailed commercial plans for a masdogagent. It is thus
possible to envision in the near future a scenariwhich a large amount
of users will be offered a very high performancereection up to the
“main door” of their apartment. Several hundred$d/bips are reasonably
reachable in the coming future, backed up by emgrgtandards such as
GPON 2.4 G.984 [3]. A Dynamic Band Assignment meditra allows
the system to dedicate several hundreds of Mbps smgle user for a
short time period, when bandwidth is available.

1.3 Requirement of Gigabit Data Rates in the Home ka Network

Digital Mass storage devices gain more succedsettiome every day.
These devices, whose standardization is ongoirgdpywithin DLNA [4]
or HGI [5] fora, offer not only demodulation of di@a broadcast
programs, access to remote operator services $mhah connectivity to
end devices such as TVs, home cinema or PCs. Taeetlee use of these
devices, the trend is that it shall be possibleige them everywhere at
home with high data rate connectivity to transfentent either from
remote servers or between end devices sparsehpdisd everywhere at
home. Moreover, end user devices are fitted wit/n lspeed interfaces to
easily transfer all types of multimedia supponsthHe coming future these
trends will certainly make the UBB-HAN a convergenarena where
these devices and services will have to interopesdt home and in
continuity with the operator's network. A well camted home will need
an internal network operating at data rates ardu@it/s by 2010 [6].

1.4 Necessity for a new architecture for Ultra Brodband Home Area
Networks

Until now, with DSL technology in the access netkyocustomers
connected their box to a telephone set, locatiegAtcess Point of their
Home Network in the central part of their livingage. With the optical
technology at the access, a very high performamemeaxtion will be
available in front of the Optical Network Termir@ti (ONT) that is
located near the “main door” of their apartmenis lanticipated that some
of the gateway functions enabling connection to $kevice platforms
through the network will be integrated to the ONDn the other hand, a
Gigabit coverage of the living space will requirens than one AP, with
probably several technologies involved. To guamaritee coverage, we
anticipate the necessity to hybridize many conmiggtiechnologies that
can be divided in 3 types:

* Wireless, like radio or Free Space Optics,
* Wired, but without installation of a new wire, likPower Line
Communication or over phone lines, like HomePNAmCA...



» Wired, with installation of a copper or optical jgigal media required

From the operator's point of view, it is essent@lguarantee the
Quality of Service of his own services transportaer this complex
Home Network. In particular, the quality evaluatiaf links using
different technologies has to be homogeneous. Giogs have to be
managed, with eventually reconfiguration of thewwmak. Finally, it is
essential for an operator to protect his own flénesn local flows that can
require resources on the same Home Network.

2 New architecture for an Ultra Broadband Home
Area Network

2.1 The concepts of bridge and backbone in the UBBAN

A UBB-HAN requires new functionalities to improvis icoverage and
performance. A potential solution would implicatee tdistribution of
numerous access points supporting different coivigctechnologies.
We present hereafter a new architecture answetinget requirements
(figure 1). Its main components are:
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Figure 1: Outline of the Ultra Broadband — Home Area NetworkArchitecture
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» Home Gateway: interface between the access and the home
network. The gateway may be just an interface wittamy other
functions or even a more complex device with adednc
functionalities.



» Bridge: node of the home network. This new device spréiagls
connectivity and improves home network coverage and
performance. The bridge answers specific requirésn@ewly
identified within the UBB-HAN (availability of veryhigh
bandwidth, differentiated QoS, alternative route dase of
congestion or link failure)

» Backbone: a very high data rate core constituted by theowari
bridges and the gateway. It may involve any highfgeenance
connectivity technology. The backbone network mustvide a
back-up solution in case of link congestion oruisl

2.2 Innovative techniques for the UBB-HAN architeatire

The Ultra Broadband - Home Area Network (UBB-HANanc be
presented as a set of segments made up each oaetdmhnology of
connectivity (plastic or silica optical fibre, radover fibre, free space
optics, UWB, WiFi, PLT, Ethernet cabling...). Eachgsent carries
several terminals, and the various segments aeg-éonhnected by the
Home Gateway and the bridges. This architectureesgmts a new
situation where several paths and connectivity reathn be chosen to
interconnect the various devices of the LAN. (exEngs figure 2 where a
dual-mode terminal WiFi/lUWB is connected to anotfT terminal
either through the Home Gateway or through thega)id
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Figure 2: lllustration of path & connectivity seledion functions in the UBB-HAN



According to whether this function of path selegtie concentrated on
the level of the Home Gateway or distributed betwéne® Home Gateway
and the bridges, one makes the distinction betweentralized
architecture (around the Home Gateway) and dideibarchitecture.

In the centralized approach, the network can barorgd either in a
tree or star structure around the Home Gateway (H@&Wch will act as
the main home manager, whereas the bridges aetaas.r The role of the
bridges is twofold, firstly, to extend the coveragethe whole home and
secondly to update the HGW with the information lkbmk status.
Therefore, the network topology management is pewd in a
centralized way by the HGW: the forwarding functisncoordinated by
the HGW.

As illustrated in figure 3, the traffic is handléy disseminating the
routing policies from the HGW to the network elertzenvhich will
enforce them. Indeed, the HGW makes a centralismisidn of a path,
and then it establishes the path by informingtedi tbridges of the relevant
path information. Note that in some specific scesathe whole traffic
may go through the HGW to perform specific proaggsi
(authentication,.). As a matter of fact, this approach should bepkm
than the distributed one, but it could raise paoihtailure and bottleneck
issues inside the HGW.

Home
Gateway

Routing X

Policies

File transfer from PC1 to PC2 (5 hops)

-------------------- Video Streaming from PC2 to TV1 (6 hops)
Figure 3: Centralized approach in the UBB-HAN



In contrast with the centralized approach, in tiritbuted approach,
the topology management (path selection and eskeént decisions) is
performed in a distributed manner between the ksdand the HGW in
using mesh network principles. Indeed, the HGW #mal bridges are
interconnected without any predefined constraimmfog therefore a
mesh network. This approach implies that eitheagptive or reactive ad
hoc forwarding protocols can be applied at eacldderi for path
computation and establishment.

For the deployment matter, the distributed modelnseto be more
upgradeable and more flexible. However, the distatd character of the
solution bringing more reliability and scalability avoiding the gateway-
centric routing effects, generate on the other hsormde potential issues
related in particular to the QoS insurance likeouese reservation,
scheduling and routing decision that requires nbed¥ss more efficient
policies.

The Figure 4 illustrates how the forwarding of flowe performed in
the case of fully distributed approach.

Home
Gateway

File transfer from PC1 to PC2 (3 hops) il

-------------------- Video Streaming from PC2 to TV1 (3 hops)

Figure 4: Distributed approach in the UBB-HAN

On the example of figure 4, one sees that the im@fgation of a mesh
structure makes it possible to optimize the forwaydf flows regarding
a criterion of a number of hops between source dastination. Some
other metrics appear relevant for the choice ofpthth used for a given



flow : for example, one may choose the path présgiihe best signal to
noise ratio, or the path ensuring the best didfiobuof the traffic, with
respect to the QoS aims of the system (packets e latency, jitter).

Thus, the UBB-HAN seems to be a mesh structure ngixi
technologies, from where the idea to transposeoradish techniques to
the context of a network based on heterogeneohsdéagies, cascading
wired and wireless media.

Another innovating feature is related to the défini of a convergence
layer making possible the cohabitation of very leeneous technologies
of the UBB-HAN, in the context of the work initiaed by authorities of
standardization and various organizations of refeéexamples of the
forum IEEE 802.21 [7] and of the Berkeley WireldResearch Center
[8]). According to the context, this layer of congence can actually
address very different concepts, from the contynbétween networks (in
the IEEE 802.21) up to the interactivity betweea slervices. In our case,
associated to the function of path selection (aothectivity selection), it
appears in a first step like a function ensuring ttonsistency of
information collected at the level of the MAC lagef various
technologies, or function of InterMAC co-operatidn.a second step, it
will be able to take into account the mechanisn®ugng the continuity
of the UBB-HAN with the access.

By its highly interactive character, the UBB-HAN sha sensitivity
particular to the concerns of configuration, safetyaintenance and
management of the Quality of Service. In orderdoefup to them, the
prospects for transposition to the UBB-HAN of theéanomic techniques
imagined for the large networks can be taken imtonsieration. These
techniques are indeed suitable to provide the méswoeith the capacity to
react in an autonomous way to a situation of nemfigaration (example
the customer modifies its installation), with a lpem of safety, a local
degradation of the conditions of transmission, @hwan evolution of the
distribution of the traffic, and that without extai intervention of the
customer or the information system of the operattiich is particularly
critical in the situation of complexity of the UBBAN. This topic is
addressed in the section 3.

3 Autonomic functions

3.1 Autonomic technologies

Autonomic technologies represent a recent and oggeifort to cope
with the ever increasing complexity and heteroggnaf IT and
communication systems. It's all about systems that particularly
designed in order to be able to manage themselith®wr any human



intervention. They introduce a plethora of so-ahBelf-* properties, such
as self-healing, self-configuration, self-protentiself-optimization [9].

In the world of communication networks, an autormrarchitecture
should consist of network elements that are ablesémse their
environment, collect information about its operatibstate, analyze these
data, make decisions and plan future configuratiasl finally
reconfigure themselves. In a more synergic scendhiese network
elements should be capable of communicating witbh eather, and
sharing their resources in order to control theesys global behavior.

3.2 Knowledge plane and 4-plane architecture.

In the "Authone" Project [10] a 4-plane architeetus proposed in
order to “inject” the intelligence of an autonorsigstem in the home area
network. We will use a similar model to describe #utonomic behavior
and expectations of our UBB-HAN. This architecture/olves the
following planes:

» The data plane which includes all the functionsgrapons and
services related to layers 1-4 of traditional nekso

* The knowledge plane which is responsible to collacty
significant information for the state of the netwagroduced by
the data plane, in order to ensure optimal resoaraeragement,
QoS, traceability and mobility.

* The governance plane which processes the data dfibwledge
plane, in order to make decisions concerning ticenfguration
of the system.

» The control plane, which contains reactive ageimis act on the
controlled elements to achieve the goals imposed thyy
governance plane.

3.3 Autonomic functions for a UBB-LAN.

Back to our architectural model, one can imagiredata plane like the
source of operational information for the “gatewastid the various
“bridges” (and possibly of certain terminals) whifgeds the knowledge
plane. This one can be thought of as a databasensyghich provides the
governance plane with an almost complete image heke network
elements' state. The governance plane has thefrtte system's “brain”;
it could be an intelligent agent which exploits timformation of the
knowledge plane and based on decision algorithragsplwhen it is
necessary, the reconfiguration of the system. Th&g®ithms can be as
well simplistic (preset rules in collaboration with policy-based
management system), as well as more sophisticstieti, as self-learning
systems that use their experience in order to imgtbeir performance
(e.g.: neural networks). Last in the chain of iatdion, is the control



plane, a kind of “actuator” agent, which applies tlew configuration to
the concerned network elements.

Enowledge
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(zovernance
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Figure 5: Plane interaction model

Given the home network environment such as it scdeed earlier
(Par.2), we can consider various application séesdor the autonomic
technologies, all aiming at making the HAN intediig and self-managed.
The following figure (fig.6) represents the UBB-HA#$ a mesh network
structure, but this time extended by a knowledge @arcontrol plane on
each element of the residential backbone. Each abtlee backbone has a
situated view of the network, which means thatsitconscious of the
current state of network links and nodes in itghkorhood (ex.: 1 hop).
This information can be shared on request withkin@wledge plane of
neighbor nodes, so that they can make decisiogseali with a global
network configuration goal. The area covered by diteated view is a
very important factor for the operation of this tdtecture. A large area
produces more information to be exploited by thevidedge plane but
also a more important “secondary” traffic dedicatéal network
management. An acceptable compromise must be chosen

Combined procedure of path and connectivity seleatn: Traditional

approaches for the resolution of this type of peoid, often similar to
routing algorithms, are likely to prove insufficienA group of

autonomous and interactive agents, able to feestdwe of the links and
other network elements and build a distributed Kedge plane, could
possibly offer more adequate solutions. Moreovemudti-agent system
which functions independently of the network, cahia a proactive way
in order to improve the performance of the traositin terms of time. In
this case, the knowledge plane will comprise infation such as link



state, packet delay and transmission time betweffieraht nodes,
available resources and quality of radio signalRp
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Figure 6: UBB HAN with Autonomic Functionalities.

UBB-LAN maintenance: In the same spirit as above, a distributed
operational database could assist with the maintnand the automated
troubleshooting of the residential network. It is @ssential functionality
for the operator and his centralized managemeittoptas which would
have a heavy or even impossible mission to accemmpi a network of
tens of million gateways and bridges. However, ewsn choose this
distributed management structure for the knowlgalgae, we can always
keep in the gateway a summary of the different kadge planes located
on the bridges, for further processing by the dpesa information
systems.

Security: Security in a residential network imposes a miniman

feedback and handling by the end user, especialignwit concerns
authentication aspects. Thus, one could easilytisatythere is not much
space for the deployment of autonomic technologtesvever, they can
be used to face other threats of security sucimtagsions or “Denial of
Service” attacks. For example, a system of inteliig agents in
collaboration with a knowledge plane, able to armalthe traffic in any
moment and discover abnormal flows, could answesdlsituations and
ensure a transparent experience for the home user.

Fault diagnosis and troubleshooting: Automatic fault diagnosis and
troubleshooting will be critical for the operatiaf an autonomic UBB-
HAN. L.Qiu and al. presented a simulation-basedt fdetection system
for wireless mesh networks [11]. Inspired by thajyproach, we can
consider a diagnostic system adapted to the autienprmciples. This



system would be composed of two distinct softwamelmes. An agent
that will run on every node of the residential Hamke, gathering
information about various protocol layers and a agen that will be fed

with the agent's data in order to analyze themawtdn a suitable way.
With respect to our main UBB-HAN architecture, vamachoose between
a manager that runs on a single node (centralimgdtecture), or in a set
of nodes (distributed architecture). In a firstpstagents gather and
exchange their situated view of the network's djpmma Then, the

manager, using the experience of a knowledge pfaoperly built to

describe the operational points of our network,idke if the observed
result is normal for the given configuration andffic model. A fault is

detected when the expected performance is far ftben observed
performance. Root cause analysis is done by findmgg set of faults
which minimizes this difference. It remains to ws gpecify the exact
mechanism of data analysis. A neural network walkhied in various

operation conditions could produce reliable results

Quality of Service Management (QoS):The wide diversity of coexisting
services in the UBB-HAN forces us to invent new lmoels to protect
flows coming from the operator's specific serviggth respect to flows
generated locally in the residence. Moreover, itnportant that we
propose new congestion avoidance mechanisms togmarificiently and
automatically the various considered flows amongads with different
characteristics and processing capacities:

«  WAN - LAN (VoD, Broadcast TV, VolP, Internet,...)
* LAN > WAN (Zapping for Broadcast TV, VolP,...)
* LAN - LAN (File transfer PC to PC,...)

Lastly, one should conceive a new admission congotl flow
classification system adapted to the needs of a-HBBI. An autonomic
system could assist with keeping the QoS contracsuch a dynamic
environment. Based on network state informatiompvigded by the
knowledge plane, it could improve the reaction geniance of existing
control algorithms, in cases such as bridge comyesir broken radio
channel.

4 Conclusions

The penetration of bandwidth hungry services ingidehome and the
arrival of very high performance optic connectignto the “main door”
will push the deployment of Ultra Broadband Homewderks. For a good
coverage, these networks will combine many conwiégttechnologies,
with Access Points spread over the home. This gemat will call for a
more complex architecture for the Home Network amegw repartition of



the functions in the network as a whole. Some artoa functions could
be helpful to hide this complexity to the user aimil keeping the
management of the home network simple.
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