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Abstract. Academic institutions educate future Information Security and Criti-
cal Infrastructure Protection (ISCIP) professionals, offering expedient and bro-
ad knowledge of the field. As industry often demands higher productivity and
stronger specialization, several organizations (academic, governmental, indus-
rial) considered the use of a Common Body of Knowledge (CBK), to serve as a
tool that appropriately groups together the essential knowledge of this field. In
this paper, we review the content of current ISCIP curricula, we define the ne-
cessary skills of an ISCIP Professiona - as indicated and suggested by the in-
dustry - and form amultidisdplinary CBK of the ISCIP field.

Keywords: Common Body of Knowledge (CBK), Academic Curriculum, Aca
demic Programme, Critical Infrastructure Protection.

1 Introduction

The demand for Information Security and Critical Infrastructure Protection (I1SCIP)
professionals is usually addressed by academia, in an expedient and broad way [10].
From its side, industry expects high productivity and strong specialization [4]; thus, it
expects from academic institutions to focus mostly on “applied security”, and give
comparatively less emphasis to the “principles’ [3]. The resulting “gap” is usually
bridged by training courses and seminars [12], as well as industry-initiated and sup-
ported certifications on various security-related topics [8, 9].

The need for skilful ISCIP professionals led several organizations (academic, go-
vernmental, industrial) to consider the development of a Common Body of Knowled-
ge (CBK) for the security domain. A CBK is “a collection of information and a fra-
mework that provides a basis for understanding terms and concepts in a particular
knowledge area. It also provides a set of basic information that people who work in
that knowledge area are expected to know”[1]. According to the International Infor-
mation Systems Security Certifications Consortium (ISC)2, a CBK is defined as “a ta-
xonomy - a collection of topics relevant to information security professionals around
the world” (www.isc2.org). In this paper, we consider a CBK as a conceptual means
that define the knowledge, which is considered essential for the cognitive background
and the required skills of aprofessional.
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Several of the existing CBK efforts were initiated by the industry, mostly for certi-
fication processes of security professionals (e.g., CISSP, GIAC, CISA, etc.). One may
refer to the (1SC)2 CBK, which is used for certifying CISSP Professionals and re-
ceives wide recognition. It focuses on establishing a common framework of informa-
tion security terms and principles, which would allow information security profes-
sionals to discuss, debate, and resolve relevant issues. It includes ten “domains’ [6]
and it reflects mostly the industry needs. However, its adaptation for security curric-
ulasuffers by therisk of adopting solely the practitioner’s view of security.

Typical academic examples include a CBK for “Information Assurance” [3], a
CBK for “Information Security in Network Technologies’ [7], and a CBK for Infor-
mation Security professionals [10]. These few in number efforts do not aim at provid-
ing a security CBK, but they focus on a sub-domain and serve as a guide to create a
course or a curriculum [3, 7]. The CBK for “Information Security in Network Tech-
nologies” [7] provides only a schematic representation of the field, without any details
about how the CBK was developed. The Information Security CBK [10] focuses on
minimizing the perceived “gap” between the academia and the industry, but it is quite
generic, asits main goal is to prove the concept and not give an extensive CBK. It di-
vides the Information Security field in technical and non technical topics.

A recent governmental initiative resulted in a CBK for “Secure Software Assuran-
ce” for the U.S. Dept. of Homeland Security [1, 8]. It provides a basis for the “secure
software engineering” discipline and educators can use this guide to identify both, ap-
propriate curricular content, as well as references that detail it. The guide is designed
to cover the need of the US government to procure secure software.

We consider that ISCIP is a multidisciplinary endeavor [5, 13]. For its better un-
derstanding, analysis and practice, a professional should use knowledge from fields
such as management, business administration, law, ethics, sociology, pdlitical science,
criminology, didactic, etc. However, none of these CBK covers ISCIP in such a way.
They seem to focus on specific sub-domains of ISCIP (e.g. CBK suggested by [3, 7]),
thus offering li mited understanding and a narrow perception of the ISCIP as awhole.

2 Methodology for CBK Development

We aim a identifying, defining and conceptually presenting a multidisciplinary CBK
for ISCIP, which may serve as a tool for developing an ISCIP curricula. We will take
into account the expectations of the industry, in an effort to bridge the “gap”. In order
to do so, we followed athree-step approach.
Step 1: Weidentified the industry and academic views on thisissue, by performing:

(1a). A survey on curricula and courses (Section 3). As ISCIP is dealt within dif-
ferent curricula, we chose and focus on those university programmes, which are re-
lated to the “information scene”. As a result, we selected (undergraduate and post-
graduate) programmes on computer science, business administration, information
systems management, sociology, and law, that either offer an academic degree on
ISCIP, or offer courses on, or related to, | SCIP.

(1b). A survey on the industry demand for ISCIP professionals, in order to identify
the excepted skills of an ISCIP professional. We consulted the Career Space Consor-
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tium (vww.career-space.com), a coalition which includes eleven major ICT compa-
nies and the European I&CT Industry Association. It defines Generic Skills Profiles
for ICT professionals. From the existing profiles we selected those related to ISCIP.
With these into account, we reviewed the current demand, regarding the required
knowledge and skills of a professional, and enriched the skill set.

Step 2. After the surveys were completed, we defined: (@) the structure and (b) the
content of an ISCIP CBK. We first selected the disciplines that were identified to be
closely related to ISCIP. Then, we identified the prerequisite knowledge by other dis-
ciplines, which an ISCIP professional must acquire.

Step 3: We developed a hierarchy of concepts and elements needed in order to de-
velop the CBK. A top-down approach was adopted and the hierarchy was filled up
with elements, according to the university curricula we had examined in the relevant
survey. After the hierarchy was complete, it was checked against the skills/knowledge
set, as defined by our survey. Then, we combined the elements and grouped them un-
der a common “root”, so as to create a classification of the topics. The result was a
CBK with ten domains, where each domain is analyzed in amore detailed level.

3 ISCIP Programmesand Courses: A Survey

The first step was to identify the structure and the content of the current 1SCIP
programmes and courses. In total, we studied 135 academic institutions, which offer
curricula on: Computer Science, Information Sysems, Management, Engineering,
Business Administration, or Law. We selected them based on a) their quality, b) their
faculty and c) their geographical position. Our survey was based on an online search
through university websites, as well as astudy of their syllabi. It indicated that 15 ins-
titutions, at the undergraduate level, and 45, at the postgraduate level, offer degrees of
some kind on ISCIP. Most of them are run under the umbrella of either a Computer
Science or a Computer Engineering Department. Several offer, usually optional, ISC-
IP courses, without offering a degree on ISCIP. From those that offer ISCIP degrees,
only few syllabi include courses from other disciplines. Examples include skills like
written/oral commu nication, public speaking, ethics, law, and management. Table 1
refersto the content of ISCIP courses, presented in 7 categories.

Table 1. ISCIP courses content.

Category Usual content of ISCIP Cour ses

Access Control I dentification, Authentication, Access Control, Authorization, Anony m-

and Privacy ity, Privacy

Risk and Attacks Attacks, Vulngrabilities, Risks, Intru_sjon Dete_ction, Malicious Software,
Tests and Audits, Safeguards, Intrusion Handling

Applied Cryptography, Digital Signatures/Certificates, Key Management,
Cryptography PEFI) yptograpny, Dig g ey o)
Networks Security Theory, Protocols and Algorithms, Firewalls
Security Design  Design of Computer Systems Security
Business Business Continuity Plan

Other Ethical and Legal Issues
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4 Skillsof an | SCIP Professional: areview

In order to develop a CBK, one has to detemmine the skills that are needed when deal-
ing with ISCIP problems. We first chose the ICT professiona areast, as defined by
the Career Space Consortium, which refer to specific security knowledge. In order to
do so, we studied the content of the security courses that we idertified in the previous
section. Then, we listed the skills required by the chosen ICT categories professionals.
Tables 2 includes the skill set of an ISCIP Professional. The order of appearance is
random and all the skills are considered equally important.

Table 2. Technica and Behavioural skills of an ISCIP professional.

Category Skills

ICT Networks, Technology and Computer Engineering, Systems Design and Ar-
chitecture, Programming, Software Development, Mathematics, Statistics,
Project Management, Business Strategy and Requirements Analysis, Testing,
Basic Security Skills, Technical Documentation, System M anagement, Qual-
ity Assurance, Evaluation and Configuration Methodologies.

Security Information Security and Human Computer | nteraction, Computer Forensics,
Database Security and Data Mining, Operation Systems Security, Security
Architecture, Maicious Software, Internet and Cyber-security, Incident Han-
dling, Hacking, Cryptography, Biometric Techniques, Smart Cards, Auditing,
Data and Infrastructure Protection, Risk Management.

Behavioural  Leadership, Ethics, Analytical & Conceptua Thinking, Perspicacity, Creative
Thought, Knowing one’s limits, Professional Attitude, Communication,
Technical Orientation & Interest, Customer Orientation, Strategy & Planning,
Writing & Presentation skills, Efficiency & Quality, Applying Knowledge.

5 CBK Development

This CBK aims at reconciling industry and academia, by taking into account the re-
sults of the surveys we have conducted, and, at the same time, reflects the multidiscip-
linary nature of ISCIP [5, 11, 13]. Practically, we cover thirteen “Dimensions of In-
formation Security”, namely Governance/Organizational, Ethical, Awareness, Policy,
Certification, Measurement/Metrics, Best Practice, Legal, Technical, Strategic/Corpo-
rate Go vernance, Insurance, Audit, and Personnel/Human [11]. We developed the IS
CIP CBK in a top-down approach. We identified several fundamental disciplines, and
then the CBK was further analyzed in more specific concepts. First, we identified se-
ven I SCIP related disciplines: Computer Science, Computer Engineering, Law, Socio-
logy/Crimi nology, Ethics/Psychology, Business and Information Systems Manage-
ment, and Didactic. Then, we identified and descri bed the prerequisite knowledge that

L Integration and Test Engineering, Sysems Specialist, Data Communication Engineering,
DSP-Application Design, Technical Support, Communication Network Design, Software and
Application Development, Software Architecture and Design, Research and Technology De-
velopment, ICT Management, | T Business Consultancy, ICT Project M aagement.
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must be incorporated by other disciplines. Based on the seven CBK disciplines, we
categorized the security courses identified in the first survey, as well as the skills i
dertified in the second survey. An hierarchy was then formed. We added as dements
al the topics found, following a top-down approach. The final step was to conbine
the related dements of the different disciplines and to group these elements under a
common “root”. Then, we grouped the knowledge in ten domains, presented in Table
3.

Table 3. ISCIP CBK domains.

Domain

1. Security Architecture and Models

2. Access Control Systems and Methodol ogy

3. Cryptography

4. Networks and Telecommunications Security

5. Operating Systems Security

6. Program and Application Security

7. Database Security

8. Business and Management of Information Systems Security

9. Physical Security and Critical Infrastructure Protection

10. Social, Ethical and Legal Aspects of Security
Each general domain is then analyzed into sub-domains. A selection of seven domains
are schematically presented in the Appendix (Fig. 1-7)2. Each dement of them can be
further analyzed in more detailed sub-elements. Here, we present the elements up to
their second level of analysis. One should note that some dements are included in
more than one domains and that, in each domain, the disciplines each topic mainly de-
rives from are graphically presented.
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Fig. 1. Socia, Ethical, and Legal Aspects of Security (Domain 10)

2 An earlier version of this paper appearsin the |IEEE Security & Privacy, Vol. 4, No. 2, pp. 64-
67, March/April 2007.
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Fig. 7. Access Control Systems and Methodology (Domain 2)

6 Conclusons

We reviewed the content of current ISCIP curricula and courses, formed a skill set of
the ISCIP Professional and, based on these, we formed a broad ISCIP CBK that en-
compasses seven disciplines. We designed the CBK to seive as a tool when designing
acurricula or course in ISCIP. It is presented in two levels of analysis and categorizes
the knowledge of the field. Nevertheless, this CBK has not been applied thoroughly,
so evaluation results are not yet available. We will improve and evaluate it, when we
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observe and document its use in the design of academic courses or curricula, which is
one of our future goals. One idea is to restructure a course in ISCIP, based on this
CBK, either an introductory course or a more specific one based on one or two do-
mains. Furthermore, an I SCIP CBK needs to be constantly refined in order to fit into
the emerging context and content of the field, so thisis an ongoing process. The ten
domains most likely will remain the same for some time, however, we expect their
elements to transform regularly. Its application may also introduce refinements, ad-
ditions or different groupings. We have to point out that this CBK was initialy
formed to assist on curricula design. Therefore, it is intended to be abstract and ge-
neric, as it attempts to group and categorize al the I SCIP knowledge, and not a spe-
cific ISCIP topic of interest (e.g. Information Assurance). This is the reason why it
does not include the content and the teaching material of the knowledge elements and
only their structure. We believe that this CBK can help the teacher structure the con-
tents of his course or curricula and then he can enrich its course material from com
monly accepted sources.
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