Charging in Peer-to-Peer Systems based on a
Token Accounting System

Nicolas Liebau!, Oliver Heckmann', Aleksandra Kovacevic!, Andreas Mauthe?,
Ralf Steinmetz!

! Technische Universitit Darmstadt
2 Lancaster University

Abstract. Today, Peer-to-Peer applications are predominant on the in-
ternet when considered in terms of its traffic consumption. However apart
from Skype, their commercial success is still very limited. This is due to
the difficulties faced when trying to implement crucial functionality such
as accounting and charging without violating the Peer-to-Peer paradigm.
A fully decentralized accounting scheme based on tokens was presented
by the authors last year. In this paper we analyse the interactions be-
tween token-based accounting and charging in order to enable peers to
charge for their services. We present three different charging schemes us-
ing tokens as (1) pure receipts, as (2) Micropayment, and as (3) bill of
exchange. These schemes are evaluated based on the provided security
and the overhead traffic introduced into a Peer-to-Peer system.

1 DMotivation

Apart from Skype, the commercial success of Peer-to-Peer (P2P) applications
is negligible. Internet Service Providers believe that the future of P2P is very
promising in the combination with Triple Play [1], due to the strong interest of
customers today in private content, which can be delivered efficiently using P2P.
Besides this, other P2P applications have been envisioned whereby peers have
to pay for services which they receive. However, it is still an open question for
service providers how to charge for the services within a P2P system. A basic
requirement for P2P business applications is a P2P architecture which supports
commercial services. Often such an architecture is provided by the manufacturer
[2,3]. In this paper, we do not consider payment models used by the manufacturer
to charge the peers using his P2P platform. Instead, we focus on the P2P business
applications whereby peers charge for their services delivered.

The requirements for an architecture suitable in supporting such business
applications and related work about charging systems are summarized in Sect.
2. A core requirement is a reliable, trustworthy accounting mechanism that com-
plies with the P2P paradigm [4]. We have developed a token-based accounting
mechanism which fulfils these requirements (see [5]). A short overview is given in
Sect. 3. In this paper, we present and analyse three charging alternatives which
can be added to our token-based accounting scheme. These alternatives are pre-
sented in Sect. 4. In Sect. 5 we compare the different alternatives in terms of the
transaction costs born by the peers. In Sect. 6, we draw the conclusions.



2 Requirements for P2P Business Applications

Peer-to-Peer business applications that offer service providers the possibility to
charge money for their services have to fulfil several requirements. The funda-
mental mechanism needs to be able to determine supply and demand, both of
which can be determined using the search functionality in P2P. Further require-
ments include pricing, metering and accounting, charging, billing and payment
[6,7,8,9,10]. We will now present the process from pricing to the final payment
together with the related work.ta

Pricing. Before peer A requests a service from peer B, first, both peer A and B
must agree on the service and its price. This price will be expressed in the form
of a tariff. There are several options for determining a price, e.g. negotiations
or auctions [11,12,13]. For a fair market the availability of price information is
important. Price or tariff distribution is discussed e.g. in [14].

When A and B agreed on both service and price, the service will be delivered
(e.g. the file will be uploaded by B to A). This period is called service session.
During the service session, other functions mentioned above are also required.
Several integrated frameworks in different fields of the Internet have been pre-
sented [15,16].

Metering. Metering is the process of objectively observing events happening
within the P2P system and communicationg them to the accounting system. In
P2P systems metering is limited to local observation

Accounting. By using information from metering, accounting creates receipts
and may distribute these within the system for storage. Thus, receipts contain
information about the events which the peers claim to have happened. It is
the most objective information about service sessions available. Examples of
accounting mechanisms for P2P systems are [17,18,5], see also next section.

Charging. Charging combines the accounting information provided, with the
tariff which the transaction partners agreed upon and calculates the charge,
the actual amount of money the service requestor has to pay to the service
provider. Charging can be an ongoing process during the service session, an once
only process at the end of the service session, or even an aggregating process
over several service sessions. Examples for P2P based systems are [19,18]. The
charging information is fed into a billing and payment system.

Billing and Payment. The billing functionality creates a bill which states, among
with other information, the amount that the requestor has to pay to the provider.
As money is something external to the P2P application, we also assume that the
P2P application will use a billing and payment system which is external for the
P2P application. The different options for payment are e.g. direct money transfer
between bank accounts, online payment systems like PayPal [20], Micropayment
systems like eCash [21].



Obviously, there are many alternatives for how a P2P platform for business
applications may be built. Examples include the projects MMAPPS [22] and
P2P Yardsale [23]. Examples from other domains include [15,16].

3 The Token-Based Accounting System

The basic concept of our Token-based Accounting Scheme (TbAS) involves a
service requestor paying tokens in return for a service provided. Tokens serve as
receipts for services provided. Every token has an associated owner, i.e. only the
owner may spend his tokens. Accordingly, service providers will collect foreign
tokens from various service requestors. A service provider cannot respend foreign
tokens he collected but only exchange them in the so-called token aggregation
process against new own tokens. This process of issuing new own tokens is fully
decentralized and therefore follows the P2P paradigm. The exchange of tokens
using a flexible exchange function enables the limitation of the number of tokens
which a peer may possess. This allows the introduction of incentives for service
provision within the P2P system. Further, behavior rules can be enforced by
relating observed peer behavior with the number of new own tokens a peer
receives in a token aggregation process. Next, the building blocks of the TbAS
are explained in more detail. For further details please refer to [5].

3.1 Token Structure

New tokens contain the owner’s identification, e.g. the owner’s public key, and
a unique ID. To ensure integrity of this information and to prevent forgery of
tokens, they are signed with the system’s private key (SignatureSK) (see Sect.
3.3 and Fig. 1 (a)). The unique ID allows the detection of double spending. When
the owner spends a token, he has to add the required accounting data, which
includes the service provider, and then sign the token with his private key in order
to achieve information integrity. The token structure is shown in Fig. 1 (a). A
token is not anonymous because its main purpose is to provide accountability
in a P2P system. However, using the cryptographic scheme presented in [24],
anonymity could also be added if desired.

3.2 Payment Process

The payment process of the TbAS is depicted in Fig. 1 (b). In order to prevent
double spending, for each peer in the P2P system there exists a set of third
peers (the so called account holder set) which keep track of the tokens issued
to a peer and tokens spent by the peer. Before a service session begins, the
requestor discloses to the provider the IDs of the tokens the requestor intends
to spend for receiving the service (see Fig. 2 (b)). Now, the provider can check
if these tokens are valid. To avoid that the requestor double spends the tokens
in a parallel transaction, account holders will mark these tokens as intended to
be spent. Thus, double spending is avoided.
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Fig. 1. Token Structure and Payment

3.3 Token Aggregation Process

After a peer has collected foreign tokens, it will have to exchange these foreign
tokens against new own tokens in order to receive further services. The token
aggregation process will determine the amount of new tokens the exchanging
peer should receive and create a signature with the system’s private key on the
new created tokens to provide validity. The process is depicted in Fig. 2 (a).
In order to create the system signature in a fully decentralized way, a subset
of peers of the P2P system is selected as so-called trusted peers based on their
reputation (the TbAS assumes that a reputation system is present within the
P2P system). The exchanging peer (EP) sends its foreign tokens to a trusted peer
(T'Py). TP, calculates the amount of new tokens to be created using the global
aggregation function. It creates the new tokens (without system signature) and
sends their IDs to EP’s account holder set (see Fig. 2 (b)). The account holders
update the list of tokens available to EP. Now T'P; further chooses k trusted
peers who create the system signature using the threshold cryptography scheme
presented in [25]. The system’s private key is split into parts and each trusted
peer owns one of these parts. k key parts are required to create a signature with
the system’s private key. Each trusted peer involved sends the tokens signed with
the partial key back to EP, who reconstructs the final system signature. In this
way, the system’s private key is not compromised.

3.4 Token-based Accounting Scheme as Incentive Scheme

We have studied the use of ThAS in a file sharing scenario, whereby users pay
one token per 1 MB of file size in order to receive the file. Whenever a peer does
not have enough tokens to download another file, the peer exchanges foreign
tokens collected against new own tokens. Each peer receives a specific amount
of tokens upon entering the P2P system.

In [26], we examined the file sharing scenario for different aggregation func-
tions. We have shown that the idea of using tokens as virtual currency (aggre-
gation function set to N = F (N =amount new tokens, F' =amount foreign
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tokens)) will lead to market failure in the presence of altruistic peer. Altruistic
peers provide much more services than they consume and therefore accumu-
late the majority of tokens in the P2P system. Accordingly, other peers do not
have the possibility to redeem enough own tokens to be able to request further
services. This problem can be solved by using weak or asymmetric incentives.

Now we consider the use of the accounting mechanism within a P2P mar-
ket, where users pay actual money for receiving services. For these scenarios a
charging system has to be added.

4 Charging based on Token-based Accounting Scheme

This section covers three possible alternatives for charging within a P2P appli-
cation where users pay actual money for receiving services. Thus, we assume a
P2P application providing the functionality as described in Sect. 2. Further, we
assume that each peer owns a private/public key pair which enables it to provide
legally valid signatures. This means that before a service session starts, the peers
agree on the service to be provided and a tariff for calculating the charge of the
service.

4.1 Tokens as Receipts

Concept. The service requestor (A) will send one or several tokens to the service
provider (B) as receipt(s) for delivered service. B can use these tokens to demand
payment from A via a prior agreed billing and payment system. Each peer can
request any amount of tokens using the token aggregation protocol. Tokens are
not exchanged, only new ones are created.

Discussion. Here, tokens serve the same purpose as receipts created by trans-
action partners without having to be issued before. Receipts not issued must



remain non-forgeable and double spending has to be detectable. This however
does not have to be system wide but only between the transaction partners.
Both are easy to achieve through the use of signatures and unique receipt ID.
Thus with the TbAS, it seems unnecessary to issue receipts.

However, such issuing of receipts offers the possibility of decentralized control
within P2P systems. E.g., it can be controlled who is allowed to participate in the
P2P system. This can be used to exclude peers with a bad reputation. Further,
the number of tokens available to a peer can be limited. Thus, a peer can do
only a limited number of transactions between two token aggregations. This
limits the danger of misuse of the reputation system, as seen at eBay; A person
could be well behaved until he has a high reputation value; then suddenly he
starts to defraud his customers by not sending the purchased good. The person
could continue this for some time until it becomes clear that he is a fraud. The
limitation of the number of tokens available to a peer is possible, because peers
aggregate tokens only after a transaction is completed to mutual satisfaction. To
further limit possibilities of fraud, for higher valued services peers could agree
on a higher amount of tokens. The enhanced functionality described is especially
wise for P2P business applications, as there is no central instance which users
could contact in case of fraud (as there is in eBay).

In order to make fraud limitation effective for both the service requestor and
provider, TbAS has to be adapted so that both transaction partners must spend
tokens for a transaction. Both, the requestor when the service was received and
the provider when he received the payment, must spend tokens. Otherwise, only
service requestors could be excluded from the system.

It is apparent that this charging scheme also requires a fast payment scheme.
Should the payment require e.g. several days to arrive at the service provider (as
in eBay), the P2P business application is a lot less attractive.

4.2 Tokens as Micropayment

Concept: When using tokens as Micropayments such as eCash [21], each token
symbolizes a specific amount of money. Users use tokens to pay for receiving
services.

Discussion: In comparison to existing Micropayment schemes tokens are not
anonymous but can be modified to be (see Sect. 3.1 and Fig. 1 (a)). When
using tokens as Micropayment protection against forgery and double spending
is highly important. In the TbAS the forging of tokens is still possible under
certain circumstances. However, it is highly unlikely (see [5]). Further, without
a central bank it is not trivial problem to solve whom users should pay in order
to receive the tokens necessary for requesting services. A central bank to host
the user’s accounts and provide the token aggregation functionality would solve
this issue. However, this compromises the P2P paradigm.

A solution without a central bank would require the cooperation of several
banks with the (manufacturer of the) P2P system. A user would pay money
to a participating bank which would in return create a certificate that entitles



the user to the receive an amount of tokens. The peer (user) would present this
certificate to a trusted peer for token aggregation in order to receive the tokens.
It is important that the TbAS ensures that certificates are redeemed only once.
The peer’s account holders can save this information or a callback function with
the banks is possible.

An advantage of using tokens as a micropayment scheme is that peers could
exchange foreign tokens received against new own tokens by using token aggre-
gation instead of exchanging them at the bank. This reduces transaction cost.

4.3 Tokens as Bills of Exchange

Concept: Tokens can also be used as a bill of exchange. A bill of exchange is a
written order in which one person pays another person a specific sum on a specific
date. It can be enforced easily without being subjected to defenses. In the past,
the bill of exchange was a very important instrument for trading. Today, it used
primarily in international trade. A token is worth the amount of money stated
in it. Further information required for a bill of exchange (date of issue, drawee,
recipient, due date) must be contained in the token.

Discussion: This concept is similar to the first alternative (Sect. 4.1), however
the legal consequences here are much more strict. Therefore, this concept has
higher requirements on the peers’ signatures, because they have the potential of
being accepted internationally.

As an extended concept, a token used as a bill of exchange could be trans-
ferred by endorsement to another peer. The old recipient would add the new
recipient under the token and sign it. However, now double usage of the token
must be avoided (the old recipient could still claim the money from the drawee
if he keeps a copy of the token). Therefore, the drawee must be informed about
a transfer. If he is not available, the drawee’s account holder set must store the
information.

Tokens as bill of exchange also offer the opportunity for peers to charge up
the mutually "drawn" tokens.

Tokens as bill of exchange could be handled similarly as tokens used as re-
ceipts, because each peer needs to get as many tokens as he requires for the
services he requests (Sect. 4.1).

When applying this alternative there is the danger of fraud by the transaction
partner who has to deliver second (as explained in Sect. 4.1). Therefore, it is
more secure to use several tokens in transactions if the service can be delivered
in parts. To simplify the status quo of mutual debts, tokens with fixed amounts
of money are preferable. Further, the control mechanisms presented in Sect. 4.1
should be applied also here.



5 Assessment

In order to evaluate if a charging scheme can be applied in practice, the two
most crucial criteria are scalability and security. We will assess and compare the
three alternatives based on these two criteria.

5.1 Security

The security of a charging scheme is measured by its ability to prevent double
spending and token forgery. The main mechanism used to avoid double spending
is the account holder set. As this increases in size, the system becomes more
reliable. The reliability depends on the probability distribution of the life time
of the peers. We modeled the reliability using Marov Chains with a life time
distribution derived in [27]. For an availability of the account holder set of 99%
a set size of k = 6 is required.

In order to avoid forgery we require a signature with the system’s private
key that can only be created by a quorum using threshold cryptography. We
assume the employed threshold cryptography scheme [25] to be secure. Further,
we require a least one honest peer in the quorum in order to avoid forgery. In
[5] it has been shown that the probability for a quorum consisting of only bad
peers (p(T,t,p,)) can be calculated using:

T(1 - pg)> T =Total number of trusted peers

p(T7t7pg) = + t =quorum size
<t> pg =percentage of good trusted peers

Tokens as Receipts. This alternative has the least security requirements com-
pared to the other two alternatives. It is sufficient, if a defrauding peer must
assume that double spending will be detected. Therefore, the account holder set
can be kept small. An account holder set size k = 6 was selected for the traffic
analysis. In order to calculate the quorum size, we assumed p, = 67% and re-
quire p(T,t,py) = 0.1% which results in ¢ = 7 for 7' > 100. If the total number
of trusted peers is below 100 the required quorum size is below 7.

Tokens as Micropayment. Here, strong peer IDs to enable enforceability of sale
agreements is required. Further, this scheme requires very tight security against
forgery and double spending as this is equipollent to creating money. Assuming
that 50% of the peers are bad and a probability of 0.01% for at least one good
peer in the quorum, a quorum size ¢t = 14 is required. To prevent double spending,
the account holder set size also needs to be increased to k = 16.

In order to make forging the initial tokens created from a bank certificate
impossible, these can contain information of this certificate, which can also be



held by the account holders. For any tokens created hereafter, the other security
mechanisms must be sufficient.

Tokens as Bills of Exchange. In this alternative, the transfer by endorsement is
the most critical part because different scenarios for cheating exist here. First,
receiver B transfers a token to receiver C. Then B agrees with the drawee A to
be paid 50% of the amount of the token. A would save 50% and B gains another
50% and C would not be able to collect the money from A. As time stamps can
be easily forged, it is hard to decide which happened first, the token transfer or
the payment of A to B. In order to prevent such fraud, the account holder set
must always note the actual holder of a token and each clearing of a token to
remove it from its list. Accordingly, it is important that the account holder set is
available and therefore its size needs to be increased to 16 as calculated above.

As token aggregation is primarily used for the limitation of fraud as in the
"tokens as receipts" alternative, the quorum size is similarly configured. In order
for an effective limitation of fraud in this scheme, it is required that the service
provider sends an own token to the service requestor. These tokens are not
allowed to be transferred as they are not bills of exchange.

5.2 Scalability

In [5] the scalability of the TbAS was evaluated using measurements of our pro-
totype based on JXTA [28], simulations and a worst case scenario analysis. It
has been shown that the traffic overhead which TbAS introduces into a P2P file
sharing system, where one token is exchanged for 1 MByte file size, is approx-
imately one percent. The overhead traffic for the three charging alternatives is
analysed by using the worst case analysis, considering the different required con-
figurations of the TbAS. In order to compare the overhead of a charging scheme
based on simple receipts without tokens, this alternative was also evaluated as
shown in Fig. 3 (b).

Tokens as Receipts. We have evaluated the scalability of charging based on
receipts with extended mechanisms in order to limit the possibilities of fraud
(see Sect.4.1). We have assumed that peers exchange received foreign tokens in
batches. The number of messages generated per transaction can be determined
using M (k) = 2s + 4k where k is the size of the account holder set and s is the
amount of tokens used for the transaction. The number of messages generated
by a token aggregation process can be calculated using M(k,t,b) = 5°(1 +
ZkS + 2k + 2t), where t is the quorum size, n is the number of transactions that
are considered by the aggregation, b is the batch size of aggregated tokens. In
comparison to a file sharing scenario, double the amount of token aggregation
processes will have to be executed, because both, the requestor and receiver use
tokens in these transactions and have to aggregate them. We have assumed a
quorum size of 7 and an account holder set size of 8. (see last section). The
resulting traffic for a batch size of b = 20 is depicted in Fig. 3 (b).



Tokens as Micropayment. When using tokens as Micropayment, the traffic cre-
ated by the TbAS is comparable to the traffic generated when tokens are used as
an incentive in a file sharing scenario (see [5]). However, the system parameters
have to be adjusted according to the security requirements (see last section).
Accordingly, for the results presented in Fig. 3 (b) a quorum size of 14 and an
account holder set of 16 was assumed.

Tokens as Bills of Exchange. The traffic overhead of this alternative is similar
to the file sharing scenario of [5], however, the possibility of token transfer by
endorsement has to be considered. By paying for a service with a token which
the requestor received as bill of exchange, means that message sizes are larger
but with fewer token aggregations. The effect of this coherence is shown in Fig.
3 (a), where w is the average number of transfers by endorsement.
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6 Conclusions

In most P2P systems today, some mechanisms which are required for business ap-
plications are still missing. These are crucial for effective accounting and charging
functionality. In this paper, three alternatives for charging based on our Token-
based Accounting Scheme [5] were presented. In general, the use of tokens has
its advantages compared to using simple receipts. Especially, the number of to-
kens available to a peer can be limited. This can be used either as mechanism
to resolve market failure or as a mechanism for limiting fraud possibilities, as
the number of transactions which a peer may execute can be limited. In a P2P
environment, this is especially important as the transaction partners are widely
anonymous and therefore mechanisms which build trust are required. Therefore,



identity management plays an important role as it is required in order to be able
to identify defrauding peers clearly.

The additional functionality and control results in the generation of higher
traffic overhead. As Fig. 3 (b) shows, in comparison to simple receipts without
tokens, the overhead traffic generated increases by a factor 3 for token-based
receipts, by a factor 5 for token-based Micropayments, and by a factor 8 for
tokens as bills of exchange. In comparison to simple receipts without tokens,
the additional traffic of approximately 26 kbyte for token-based receipts, 54
for token-based Micropayment, and 92 kbyte for tokens as bills of exchange
was created. This traffic includes all transaction related traffic, but without key
management. This is a worst case analysis based on measurements carried out
with the JXTA based implementation of the TbAS.

The advantage of charging based on Micropayments or bills of exchange is
the possibility for peers to charge up mutual debts and by doing so to save
on banking fees. Further, especially when using tokens as Micropayment, peers
receive their payment immediately. This means that customers can retrieve the
requested service immediately and do not have to wait for a bank confirmation.

Security aspects become very important in P2P systems as soon as it in-
volves real money. Therefore, it is questionable if users of banks would accept
a Micropayment scheme which relies on a decentralized mechanism without a
trusted third party. The presented charging scheme using tokens as micropay-
ments can be considered secure, apart from the aggregation of foreign tokens for
new own tokens, because after aggregation a new token cannot be traced back
to the certificate signed by a bank.
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