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Abstract. There has seen a strong demand for provenanagdimgplications,
which enables users to trace how a particular rdsag been arrived at by
identifying the resources, configurations and ekeausettings. In this paper
we analyses the requirements of provenance suppartdiscusses the nature
and characteristics of provenance data on the @f&ldefine a new conception
called augmented provenance that enhances conmahfimvenance data with
extensive metadata and semantics. A hybrid apprésagbroposed for the
creation and management of augmented provenancevhich semantic
annotation is used to generate semantic provendat® and the database
management system is used for execution data mameegeThe approach has
been applied to a real world application, and t@wid GUIs are developed to
facilitate provenance management and exploitation.

1 Introduction

The essence of Grid computing is the sharing ansereti distributed, heterogeneous
resources for coordinated problem solving in dymanmulti-institutional virtual
organizations (VO). In service-oriented grid infrastures such as OGSA [1] and
WSREF [2], grid resources are regarded as servarab,problem solving amounts to
the discovery and composition of the required sewiinto a workflow, plus the
enactment of the workflow. Problem solving on thedds dynamic, collaborative
and distributed, e.g. VOs are formed or disbandedamand, and services may be
published and withdrawn by different stakeholdérssuch dynamic environments, it
is vital to record the problem solving process ffater use such as in interpreting
results, verifying that the correct process toacplor tracing where data came from.
There has seen an increasing demand for provenangeid applications [3],
which enables users to trace how a particular tréssd been obtained by identifying
the resources, configurations and execution seattingowever, current grid
architectures lack approaches, mechanisms, and toaleal with this issue. In this
paper we analyse the requirements of provenangeoguand discuss the nature and
characteristics of provenance data on the Grid.d&fine a new conception called



augmented provenance that enhances conventional provenance data wiknsixve
metadata and semantics. We propose a hybrid appréac the creation and
management of augmented provenance by exploitingetherging Semantic Web
technologies and the latest database technolofiescornerstone of the approach is
the use of ontologies for metadata modeling, anthséic annotations for provenance
data population. Special emphasis is placed on ms#rea i.e. the ontological
relationships among the diversity of provenanceadathich enables deep use of
provenance data by reasoning.

The paper is organized as follows: Section 2 intceduthe concept of augmented
provenance. Section 3 describes a hybrid approactreicording and managing
augmented provenance. We give an application exatnpBSection 4, and discuss
related work and our experience in Section 5. 8ec concludes the paper and
points out some future work.

2 Augmented Provenance

Provenance is defined, in the Oxford English Ditdiry, as (i) the fact of coming
from some particular source, origin, derivation), ffie history or pedigree of a work
of art, manuscript, rare book, etc. This definittegards provenance as the derivation
from a particular source to a specific state ofitam, which particularly refers to
physical objects. For example, in museum and agchianagement a collection is
required to have archival history regarding itsuasitjon, ownership and custody.

In the context of Grid computing, we focus on elecic data produced by
computer systems, and we define the provenanceiefca of data as the process that
led to that piece of data [4]. A process in theviseroriented grid architecture refers
to the execution of a workflow, which is a speafion of a service composition.
Therefore, the provenance of a piece of data igssence, the description of the
process that resulted in that data item.

Grids have the characteristics of dynamic provisignand across-institutional
sharing. In such environments a workflow consistsservices from multiple
organizations in a dynamic VO. The success of wovkfexecution depends on
domain knowledge for service selection and conéigian, and mutual understanding
of service providers and consumers on service imalities and execution. The
complexity of problem solving process requires ooty the execution data of a
workflow (e.g. the inputs and outputs of servidls, configuration of service control
parameters), but also rich metadata data abousdhdces themselves (e.g. their
usages, the runtime environment setting, etc.prdler to validate, repeat and further
investigate the problem solving process at a tege. A number of requirements for
provenance data are identified and described below.

Firstly, provenance should include metadata atipleltevels of abstraction, i.e.
process level, service level and data level. F@ampte, an instantiated workflow
instance is a provenance record for the data d¥geeerated from it, but the
workflow instance itself also needs provenance rinftion, e.g. the workflow
specification it was instantiated from, the reaaqgparticular set of input values were
chosen, etc. Similar provenance requirement apfaissrvices and data.



Secondly, provenance should include metadata framtipte categories including
data, knowledge, decision, conclusion, etc. Eachgeay of provenance has its roles
and uses, and different applications have diffeemphases and requirements for
provenance. For instance, in biology attentionaisl pn the transformation process of
data; in engineering the focus is on the procesation; and in medical information
system the emphasis is on the underlying decisiakimy process and results that
may be more relevant to annotation. As provenascroi only used to validate,
repeat and analyze previous executions but moreorianmtly to further advance
investigation and exploration based on presentitegesne are particularly interested
in the knowledge and decision provenance, e.g.ddecision was arrived at.

Thirdly, provenance data should be interoperablesesgible and machine
processable for sharing among distributed useris fHyuires provenance data and
rich relationships among them be formally modeled sepresented. Relations can be
regarded as a kind of knowledge model and be useth¢ode domain knowledge.
Appropriate organization of metadata help dataiewdt and more importantly,
discovery of new knowledge or pattern based ororeag.

To meet the aforementioned requirements, we facechatienges: the first is how
to capture all provenance data. While it is deséraio collect provenance data
automatically, it becomes clear that not all prame data can be captured
automatically, especially regarding the rich metadabout services, workflows,
knowledge and decisions. The second challenge ws thomake provenance data
interoperable, sharable and understandable forthattans and machines on the Grid.

Based on the above analysis and inspired by theaSirWeb technologies, we
argue that ontologies and semantic annotation dhbel used for the acquisition,
modeling, representation and reuse of provenanda. déhe reasons are (1)
ontologies can model both provenance data anddbaiexts in an unambiguous way;
(2) provenance data generated via semantic anoiotate accessible, shareable and
machine processable on the Grid; and (3) the Sémdakeb technologies and
infrastructure can be exploited to facilitate pnoaece data acquisition, representation,
storage and reasoning. For example, it is stradghtrd to adopt Semantic Web
Services for capturing the semantic metadata.

To differentiate from traditional provenance undamsting, we introduce the
concept ofaugmented provenance, defined as: the augment provenance of a piece of
data is the process that leads to the data aneldited semantic metadata.

3 A Hybrid Approach to Augmented Provenance

Augmented provenance contains execution datathegialues of inputs and outputs
of services; as well as semantic metadata, e.gdekeriptive information about the
workflows, services and parameters. The differexitire of these two types of data
are reflected in the way they are captured, maklelepresented and stored. To
support the heterogeneity of provenance data onGhéd a hybrid approach is
proposed, which combines the emerging Semantic \Wéehnologies with the
database technologies to handle a workflow’s seimamttadata and execution data
respectively. The overall architecture is illustctn Figure 1.



3.1 Managing Semantic M etadata

Managing semantic metadata for augmented provenamg@ves the metadata
creation, semantic enrichment, representation aohge. By using the Semantic
Web technologies, our idea is to formally model skenantic metadata in ontologies,
thus their creation and enrichment can be accohmalisin one process through
semantic annotations. The generated metadata caepbesented in semantic web
languages such as RDF or OWhand stored in semantic repositories such as 8Stor
[5] or Instance Store [6].

The above idea is realized in the architecture byraber of components, namely
the Services, Ontologies, Semantic Metadata Reptst Workflow Construction
Environment and Query Tools. Central to the archirec is the Ontologies
component containing various domain-related onfekghat specify ontological
concepts, their relationships and constraints.

The Services component consists of distributedrnieteaccessible services. Such
services are generally described in WSDOiublished in UDDA and invoked by

SOAP. However these
Semantic Metadata
Repositories

technologies do not provide
formal support for service

metadata and semantic:
Fig. 1. The architecture for augmented provenance

Our approach is to generat
the service-level semantic
metadata by semantically
annotating services using
ontologies, and store then
in the Semantic Metadate
Repositories.  Composing
services into a workflow is
performed in the Workflow
Construction Environment
component. Service
semantic metadata are linked to the workflow arel diverall semantic metadata
about the workflow are created through semanticottions and stored in the
Semantic Metadata Repositories as well.

The Query Tools component is for finding the reqliisemantic metadata and
execution data of the augmented provenance, assdisd later.

Workflow
Construction
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Workflow
Execution
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Execution Data Store

3.2 Managing Execution Data

Execution data include the input/output values o¥ises, values of services control
parameters, and data produced by the workflow. yThave the nature of few
metadata and semantics attached, but large in wl&or example, the simulation
result of an aero-engine design could reach midtdgytes in size. Therefore, we

! RDF, OWL, WSDL and SOAP are W3C standards. Pledsetewww.w3.0rg
2 UDDI: www.uddi.org



leverage database technologies in the Execution Btaiee component to facilitate
the execution data storage and retrieval.

The Workflow Execution Environment component is resiage for extracting the
execution data from the workflow before executing ilt analyses a workflow script
to collect initial default or user-defined inputlwes. During the runtime it interprets
the workflow script and binds individual constitieservices with corresponding
inputs and invokes the service. Intermediate resafiay be returned to the
environment and used as inputs to the successigcasg The collected and
generated data are archived in the Execution Data.S

3.3 Querying Augmented Provenance Data

Augmented provenance consists of semantic metashateexecution data, and they
are represented and managed using different mesrhaniHowever, semantic
metadata and execution data are closely linkedcandbe cross-referenced. When a
workflow template is built with attached semanticetadata in the workflow
construction environment, it is stored in the Setivavietadata Repositories, together
with a specifically generated unique ID (UUID, Uergally Unique IDentifier [7]) as

a handle for later reference. An instantiated wowkftemplate creates a workflow
instance which is executed in the Workflow Executitnvironment. The executable
workflow instance is stored, under its own uniqu kogether with associated
input/output data and possibly some simple meta@atpa the instance creation time,
name of its creator, etc) in the database. Thet@mmeany relationships between the
workflow template ID and the workflow instance 1Bse also stored in the database,
so that users can reference the semantic metafltta workflow instances through
the workflow template ID.

We have implemented the Query Tools componentprimvide dual query
mechanisms for flexible and efficient provenancedsarch and retrieval. Semantic
queries on workflows can be framed using ontologied are answered through
semantic matching. Once a workflow template ID Inees available, its executable
instances can be found easily based on the IDUncking a database query.

The separation of semantic metadata and executita ldas the following
advantages: Firstly, semantic metadata can be flyrmadeled using ontologies and
represented in expressive web ontology languagéss Telps capture domain
knowledge and enhance interoperability. Secondlgrkflow execution usually
produces large volume of data that have little ddeldue for reasoning, but storing
them in the database made the data searchableaapdaeshare. Finally, the hybrid
query mechanism provides flexibility and alternat users can perform semantics
based query or direct database query or a combimafithe two to meet application
requirements.

4 GEODISE: A Case Study of Augmented Provenance

Engineering Design Search and Optimisation (EDSQ@) é®@mputationally and data
intensive process whereby existing engineering tirggland analysis capabilities are



exploited to yield improved designs. An EDSO procassally comprises many
different tasks. For example, the design optimizabf an aero-engine or wing may
involve: specify the wing geometry in a paramefaem; generate a mesh for the
design; decide which analysis code to use and aautythe analysis; decide the
optimisation schedule; and finally execute therojstation run coupled to the analysis
code. Apparently a problem solving process in EDS@ process of constructing and
executing a workflow.

The Grid Enabled Optimisation and Design Search ngiieering (GEODISE)
project [8] aims to aid engineers in the EDSO pssday providing a range of Grid
services comprising a suite of design optimizationd search tools, computation
packages, data management tools, analysis and é&dg&/lresources. Additionally,
GEODISE also intends ta - N
manage design provenanc GEODI SE Problem Solving Environment

so that previous designs ca || Geopise serice & Workflow Enactment Engine
. Construction .
be vahdated, repeated an \{ Workflow Browser e — (MatlabEnwronment)
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-
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process. Figure 2 shows th [ _ J [ _ J [ }
GEODISE Services Service Annotator GEODISE Ontologie
provenance managemer

system.

To formally model EDSO
metadata, we have developed GEODISE domain ont@dagdyservice ontology. We
regard a workflow as a composite service, therefitie service ontology can be used
for modelling both service and workflow metadatae TREODISE service ontology
is based on OWL-S [9] upper service ontology whichn OWL-based Web Service
ontology. It further extends OWL-S by incorporatiBHSO specific metadata such as
algorithmUsed, previousService, followingService, derivedFrom, leadTo, etc., as
shown in Figure 3. The left

Semantic Web
Service Repositories

Fig. 2. Augmented provenance management system

column displays the main v EdzoService [ derivedFrom
concepts while the right columr ¥ 7 VeaRsert i —
lists concept properties Geodseliorkfiow 1 rollowingrunetion
IStS p p p ' . v MattlabFunction I functionHelp
Semanno metadata annotatlo k4 GeodiseFunction I functionhlame
APl is de(*jveloped fOf Czptu”?lg » ComputeToolbox I functionSummary
augmented provenance data [1 v | DatabaseTookox [ inpLts
[11]. A front-end GUI is provided GD-archive [ invokesFunction

to help users enrich the _
automatically extracted —service Fig. 3. An example of GEODISE service ontology
metadata using EDSO domain

and service ontologies. The annotation API is alsed to capture and annotate
workflow metadata during workflow construction. Thenerated semantic metadata



for both services and workflows are represente@\VL and stored in the Semantic
Metadata Repositories, implemented using the lest&tore technology [6].

The execution data are managed by the GEODISE daaiomlbox [13]. The
database toolbox exposes its data management btgalbo the client applications
through Java API, as well as a set of Matlab flumsti The Java API has been used by
the workflow construction environment to archiveegy, and retrieve the workflow
instances for reuse and sharing. As Matlab provibdesvorkflow enactment engine
in GEODISE, the toolbox’s Matlab function interfacesable data to be archived,
queried and retrieved on the fly at the workfloneextion time. Data related to a
workflow instance are logically grouped togethemgsthe datagroup mechanism
supported by the database toolbox.

Querying augmented provenance in GEODISE is supptiitedgh semantic and
database query tools, as shown in Figure 4. The rd@mguery GUI utilises the
description logic based reasoning engine RacertfilBdason over semantic metadata,
and the construction of ..

. [ Function Browser | Query |
query expressions  are  seiet ouerycrieria Query Contral Query Ettor
supported by the service |m7pmmmhm '&lpemanticQueryGUI ?g?;::;nmarchanuomimisaﬁon
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examples of using the s oo
dual query mechanism: o "
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. . GraemePound bytesSize > 400
workflow instance that is Format B
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Addltlonal Semantlc Eencteaprinm Results of the guery: Reset [ Close :amh
metadata about the standard localName = input.dat
. standard.comment = Control file
workflow instance can standard.bvteSize = 424

be obtained using the
Semantic query GUI
based on the workflow
template ID. The retrieved workflow script can beeted in the enactment engine
(Matlab) for a re-run if necessary.

* Find information about the optimisation serviceedisn the workflow that
generates the given result. Actions: based onlibeeasearch, the workflow template
ID is available and can be used in the SemanticyqG&JI to find the information
about the optimisation service used in the workflow

We have also wrapped the semantic query functibeslas web services, thus
making the provenance management system easy tmtbgrated into service-
oriented grid applications.

Fig. 4. Query GUIs for augmented provenance



5 Reated Work and Discussion

Provenance has traditionally been used and explaretiseum, library and archival
management systems where it is mainly referredh# acquisition and creation
information, and the history of the ownership andtody of a resource. Research on
provenance of computer-generated data has beemceddunder different banners,
including audit trail, lineage, dataset dependear@dexecution trace. Such research is
mainly undertaken in domain specific applicationghs as geographic information
system [15] and satellite image processing [16fe Tbmmon features of Chimera
Virtual Data System [17], CCLRC metadata manage} b8 systems developed in
[19][20] are that they try to trace the movementdafa between data sources and
obtain information on thehere andwhy of a data item of interest as a result of a
database operation.

Recently research on the provenance of senaseeb problem solving processes
has attracted more attention with the prevalencese¥ice-oriented computing
paradigm. An initial attempt has been made in mgQGproject [21] in which
derivation provenance (log files) has been anndtated recorded for experiment
validation and recreation [22]. Other systems sump provenance include the
Scientific Application Middleware [23] and the etabook [24]. An on-going
systematic research is also conducted in EU PROMEGIA project which aims to
develop a generic architecture for service-oriepteyenance system [4] [25]. It also
intends to propose protocols and standards to ftrnsandardize provenance
computing in service-oriented architecture.

Our work differs from the previous work in two aspe Firstly we extend
provenance data with rich metadata that is pagtbuliseful in open, distributed and
dynamic Grid-based problem solving environmentxo8dly, we utilize the latest
Semantic Web technologies for provenance metadatguisition, modeling,
representation, storage and reasoning, thus emigariaieroperability, machine
processability and knowledge reuse. The hybrid araf managing provenance
data is innovative, flexible and practically easymplement and to use.

The GEODISE case study serves several purposes:h@lps identify the generic
characteristics of the provenance problems, andficlaser requirements in the
context of service-based applications; (2) it hetps pin down the software
requirements for a provenance system; (3) the ss@idedesign/implementation and
operation of the provenance system have demordtaaig proved our conception of
provenance, its design approaches and implementagiionale. Through the case
study we have learnt two important lessons withardg to the use of provenance
system, namely, tools should be provided for engrsusn their familiar working
environments; and easy-to-use tools should hidawh technical details as possible
that are not relevant to the end users.

6 Conclusions

The complexity of dynamic problem solving in servaréented grid infrastructure
requires rich semantic metadata in order to veaifg further investigate previous



results. This gives rise to the conception of auget provenance, which denotes
both semantic metadata and execution data. We atfate the Semantic Web
technologies, i.e. ontologies, semantic annotatiepresentation and storage, can be
exploited for augmented provenance management. i$ceetid, a hybrid approach is
proposed together with an architecture that defittes core components and
functionalities for realizing augmented provenasgstems. We have developed a
suite of generic APIs and front end GUIs in theteghof GEODISE to implement
the augmented provenance system. The approach lxadgie for broader grid
application domains.

The design and implementation of GEODISE provenagsgs) is pioneering in
many aspects. Firstly, the research provides afpoboconcept for augmented
provenance and provenance systems. Secondly, vide guidelines towards the
construction of a basic provenance system. Findllyemonstrates a possible design
and implementation pattern for provenance-enabjguliGations. In the future we
shall focus on the seamless integration and inerabetween provenance systems
and domain-specific application systems, and inti@dar the design of a
straightforward, easy-to-use query interface. Wallshlso futher investigate the
security and scalability issues.
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